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INFORMATION PAPER 
 
SUBJECT:  Identity Theft Protective Measures 
 
1.  A laptop computer containing names and personally identifiable information for more than 
42,000 Fort Belvoir Morale, Welfare and Recreation patrons was stolen from a Family and 
Morale, Welfare and Recreation Command employee Nov. 28, 2009.  
 
2.  The Family and MWR Command was made aware of the theft Dec. 1, and began assessing 
the extent of the security breach and preparing to notify affected customers. Letters were sent 
all affected patrons explaining the nature of the breach. 
 
3.  Anyone notified that their personal information was stored on the laptop should request a 
free annual credit report to examine for evidence of identity theft.  These reports can be 
obtained online at:  www. annualcreditreport.com or by calling 1-877-322-8228.  The FTC 
recommends that individuals who have had their names and SSNs disclosed, should check their 
credit reports every three months for the first year.  Patrons who detect unauthorized financial 
transactions on their credit reports, or through other means (such as bills for accounts that they 
did not open), should immediately contact the relevant financial institution to report and close 
the fraudulent account, contact the local police department, Federal Trade Commission, and 
their legal assistance office for help.   
 
4.  Patrons who wish to take action on this matter may place a free “Initial Fraud Alert” on their 
credit report.  This alert can prevent identity thieves from creating fraudulent accounts in the 
consumer’s name, and requires that any future creditor personally contact the consumer before 
any credit is extended under the consumer’s name and SSN.  The Initial Fraud Alert is effective 
for 90 days.  However, if on active duty and serving away from your normal duty station, an 
“Active Duty Fraud Alert” can be engaged, which will be effective for one year.  Initial and Active 
Duty Fraud Alerts can be activated by calling any one of the following Credit Reporting Agencies 
at the following numbers:   
 

EQUIFAX: 1-800-525-6285;  
TRANS UNION: 1-800-680-7289; or  
EXPERIAN: 1-888-397-3742 

 
5.  More information and assistance regarding identity theft is available from your legal 
assistance office at 703-805-2856, and the Federal Trade Commission Identity Theft Hotline at 1-
877-438-4338 or on the web at http://www.ftc.gov/bcp/edu/microsites/idtheft/.     
 
 
 

     
  C.B. RYDELEK 

 LEGAL ASSISTANCE CHIEF 
 (703) 805-2856                       
 APPROVED BY LTC REID, SJA 


