
On Monday, August 24, 2009, NASA Federal Credit Union received notice that some 
members have received automated phone calls stating that their Credit Union card 
has been de-activated and advising them to "press 1" to activate their card. This 
is a fraud attempt known as "Vishing" that is targeting the general public and 
has reached some Credit Union members. 
 
This phone call is not from NASA Federal. If you receive such a call, do not 
press 1 and do not give any of your personal information such as credit card 
numbers, PINs and Social Security numbers. 
 
If you received this fraudulent phone call and gave any personal information, 
please contact the credit union immediately at 301-249-1800 or 1-888-NASA-FCU 
(627-2328), extension 603. We will take immediate action to protect your account 
from becoming compromised. 
 
To protect yourself from becoming a victim of Vishing, use the same techniques 
you'd use to avoid internet phishing scams: 
 
* Don't give information to anyone unless you are certain you know with whom 
you're dealing. NASA Federal will never contact you by phone, e-mail, or by cell 
phone text message asking for your personal information. If you receive requests 
to contact NASA Federal, be sure to use our main phone number, 301-249-1800 or 
toll-free, 1-888-NASA-FCU (627-2328). Never use a different phone number provided 
in a phone message, an e-mail or cell phone text message.  
 
* If you receive a phone call claiming to be from NASA Federal asking you to 
provide information about your account, ask for the name of the person calling 
and what extension they're at. Then call the NASA Federal main number at 1-888-
627-2328 and ask to speak to that person, or request general assistance with your 
account. Then, you know with absolute certainty you're talking to a trusted NASA 
Federal associate and they can take care of any issues on your account.  
 
* If it's an automated call, simply hang up.  
 
NASA Federal Credit Union takes the security of your personal and account 
information seriously. Please reply to this message or contact us by phone if you 
have any questions or concerns. 
 
Sincerely, 
 
Member Services 
NASA Federal Credit Union       
 


