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Objectives

After completing this training you will be able to:

 Describe the benefits of using Defense Connect Online (DCO) 

communication tools

 Register and manage a DCO portal account

 Create/Sponsor/Manage a Sponsored Account

 Find help on using the DCO portal, XMPP and Connect

 Find and enter a Connect meeting

 Create a Connect meeting

 Identify the 8 different types of Adobe Acrobat Connect pods and their 

attributes

 XMPP Instant Messenger

 Launching the web/thin client

 Installation of the desktop/thick client

 Look up and add contacts

 Basic Usage
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Why Defense Connect Online (DCO)?

What is DCO?

 3 Tools 

 Portal

 DCO Connect (Adobe Acrobat Connect Pro 6)

 XMPP instant messaging system

Benefits

DOD-wide. Cross-service – Anyone with a CAC can register.

 Adobe Acrobat Connect Pro 6 (soon to be upgraded to 7)

 Feature-rich

 Flash-based (not Java)

 XMPP Instant Messenger

 Non-proprietary

 Secure (encrypted in-flight and at rest)

Accessed from anywhere that is internet enabled not just DOD 

machines.
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Registering for DCO

https://www.dco.dod.mil
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Registering for DCO

Fill in Required Information – Some is not editable
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Registering for DCO

Security Questions
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Registering for DCO

Registration Complete
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Registering for DCO

19 May 2009 - SIPR DCO Self Registration Policy Change **EFFECTIVE 

IMMEDIATELY** 

The Defense Information Systems Agency has directed the SIPR DCO Self Registration 

function be disabled. If you want to register for a SIPR DCO account please follow the 

instructions: 

1) Login to DCO.

2) Click 'My Account' under the 'My DCO' section on the upper left of the page.

3) Click 'Request SIPR DCO Account' under the 'My Profile' section. 

4) Fill out the required fields and click 'Submit'.

5) A SIPR DCO account request will be sent to the appropriate office to be manually 

reviewed.

6) Your account will be created in 24-48 hours.

7) You will receive an email sent to the SIPR address provided, upon completion of the 

account registration.

8) You must log into your SIPR DCO account and complete the registration process 

within 30 days or your account will be deleted. 

9) For additional assistance contact the DCO Helpdesk at: 

NCES@csd.disa.mil | 800.447.2457 | 614.692.3136 | DSN 850.3136
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Registering for DCO

Request SIPR DCO Account
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Registering for DCO

Replacement CAC –

You MUST use your username and password to associate the new CAC to the account.
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Sponsored Accounts

A sponsored account is a DCO account for a person that does not have a Common Access 

Card (CAC).  

•In order to obtain a sponsored account, a valid non-sponsored DCO account holder will have 

to initiate the sponsorship. 

•Sponsored accounts must have a *.gov (*.sgov.gov for SIPR) email address to qualify.

•Sponsored accounts are valid for 365 days but can be renewed at any time by the sponsor. 

•If the sponsor‘s account becomes invalid then all of their corresponding sponsored accounts 

get invalidated as well.  

•At 30 days before expiration, both the sponsor and the sponsored account will receive an 

email notification.  

•A sponsored account can change sponsors.  

•The new sponsor will submit a request to sponsor the existing sponsored account. 

•The request will go to a DCO account administrator who will validate and then complete 

the transfer.
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Sponsored Accounts

•Click the ‗Sponsor Account‘ link under 

the ‗My DCO‘ section in the upper left of 

the screen.

•You will be asked to select either NIPR 

or SIPR. Click the appropriate link to 

sponsor an account on that network.
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Sponsored Accounts

•For NIPR, complete the required information (items with *). The sponsored 

account email address must be ‗.gov‘

•For SIPR, complete the required information (items with *). The sponsored 

account email address must be ‗.sgov.gov‘. Additionally, the sponsor‘s email 

address must be ‗.smil.mil‘.  The sponsor‘s account will be validated by a 

DCO account administrator.
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Sponsored Accounts

To view sponsored accounts

•Click the ‗My Account‘ link under the ‗My DCO‘ section in the upper left of 

the screen.

•Click the ‗View Sponsored Accounts‘ link under the ‗My Profile‘ section in 

the upper middle of the screen
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Sponsored Accounts

To renew a sponsorship click the ‗Renew for 365 Days‘ link next to the 

sponsored account you want to renew.
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DoD Certificates Download

Download
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DoD Certificates Download

DoD Certificates Download
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DoD Certificates Download

DoD Certificates Download

Click Run and the 

program downloads

Confirm your choice
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DoD Certificates Install

DoD Certificates Install

To Install the program 

click;

Next

Next

Install

Now the program is 

installed and can be run 

to update your 

certificates
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Welcome to DCO Portal-‖Home‖ View
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―My Meetings‖ View
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―My Account‖ View
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Password Management

Password Management
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Password Management



Copyright 2008 Adobe Systems Incorporated.  All rights reserved. 

For Official Use Only

For Official Use Only

Reset Password

Enter your username in the Reset Password box
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Reset Password

Answer Security Questions
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Reset Password

Update Password
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―Create a New Meeting‖
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―Invite Users‖
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―Meeting Details‖
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―My Meetings‖
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―My Recordings‖
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―My Content‖
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Disk Usage Policy

•Resources and content will not be deleted without first checking with owners. 

•Dormant Account Deletion: Accounts dormant for 180 days will be considered 

inactive and marked for deletion unless the user indicates otherwise when 

contacted. 

•Content Deletion: Content dormant for 180 days will be considered inactive and 

marked for deletion. Individuals with content in excess of 200 MB will have their 

content marked for deletion. 

•Dormant DCO XMPP Service Text Conference (TC) Room Deletion: Text 

Conference rooms dormant for 180 days will be considered inactive and marked 

for deletion. 

•Dormant Connect Rooms Deletion: DCO Connect rooms dormant for 180 

days will be considered inactive and marked for deletion. 
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―My Templates‖
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―Public Meetings‖
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―Public Recordings‖
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―Active Public Meetings‖
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―Getting Started‖
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―On-Demand Training‖
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―Live Training‖
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―FAQ‘s‖
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―Downloads & Plug-ins‖
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―Community Forum‖
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Test Meeting Connectivity

https://connect.dco.dod.mil/common/help/en/support/meeting_test.htm

Gives additional details when [Send Results] is clicked 

https://connect.dco.dod.mil/common/help/en/support/meeting_test.htm
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Getting Additional Help

Contacting the Help Desk
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Meeting Reports
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Meeting Reports
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Meeting Reports
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Meeting Reports
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Meeting Reports
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The next best thing to meeting in person

Communicate your ideas powerfully using Adobe® Acrobat® Connect™ 

Pro web conferencing software. 

Securely share presentations and multimedia right from your desktop, 

and get feedback from hundreds of participants — all using a web 

browser and the Adobe Flash® Player runtime, already installed on 98% 

of Internet-connected personal computers.

Partnering with Adobe to bring you -

Adobe Acrobat Connect Professional
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Connect Pro Screen 
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The 8 Types of Pods in Connect

 Camera and Voice

 Attendee List

 Chat

 Note

 Share

 File Share

 Poll

 Web Links
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Camera and Voice Pod

This is the Camera and Voice Pod at 

logon - inactive

Once the button is clicked to activate 

the camera or microphone, this 

confirmation appears.

Now the pod is active and 

transmitting video – you must 

push to talk of use ―hands free‖
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Attendee List

The Attendee List Pod is used to track 

participants in your meeting.  This list 

may be shown or hidden from 

participants.

This list is also where the roles of 

attendees can be changed.  Highlight the 

user and click on the lower left icon to 

set their role.



Copyright 2008 Adobe Systems Incorporated.  All rights reserved. 

For Official Use Only

For Official Use Only

Chat Pod (Q&A)

The Chat Pod is also used as a 

(Q&A) area and can be managed by 

the host or any presenter.  

Individualized chat may also be 

established between the presenter 

and participant.
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Note Pod

The Note Pod is used to display 

information to participants that 

cannot be appended or edited.
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Share Pod

The Share Pod is used 

to display information 

from the host or 

presenter‘s screen or 

document to all 

participants.  The host 

can share their entire 

desktop or just a 

window/application. 
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File Share Pod

The File Share Pod is used to make 

files available to participants.

Only hosts and presenters are able 

to upload files.
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Poll Pod

The Poll Pod is used to receive feedback 

from participants in your meeting.  

This is the preparation screen where the 

question and answers are prepared 

before opening the poll.

Note the buttons at the bottom for 

control.
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Web Links Pod

The Web Links Pod is used to share outside links to information.  

Links are used to bring up a web page on the participants screen 

when [Browse To] is clicked by the presenter.
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XMPP – Instant Messaging

What is XMPP?

Extensible Messaging and Presence Protocol 

(XMPP), a set of open XML technologies for 

presence and real-time communication developed 

by the Jabber open-source community in 1999

What does it do for me?

•XMPP will allow for IM (Instant Messaging) or chat 

between all registered DCO users.

•XMPP works with all users on any internet enabled 

system to allow instant communications regardless 

of operating system or chat client version.

•XMPP also allows for a presence indicator to show 

persons logged into the XMPP client

Is it secure?

•Yes – the data is encrypted while being transmitted 

and while at rest on your desktop.
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Launching Web/Thin Client

Open XMPP 

Web(thin) client
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Open XMPP Thin Client

Use your DCO Portal Credentials

With @chat.dco.dod.mil after them

Example: 

first.lastname@chat.dco.dod.mil
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Open XMPP Thin Client
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Open XMPP Thin Client
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Open XMPP Thin Client

Usage of the messenger is 

similar to any other 

messenger (AIM – Yahoo 

Messenger – etc.).  

Type your message to the 

other person(s) in the bottom 

and they will receive it in their 

view.  

Other features are sketch 

area and emoticons etc.
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DCO XMPP Desktop Client

Requirements –

• Installed on a Windows machine

• Must have privileges(rights) to install software on 

the machine.

•This will not be the case on most government 

machines due to rights issue

•Internet access

Features –

•Does not require login every time

•Pop-up Notifications

•Runs when Windows starts and alerts users to your 

status without further interaction

•Does not require CAC authentication

DCO XMPP Desktop Client
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Once downloaded, double-click on 

the saved file to run it.

Click [I Agree] on the license 

agreement.
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Choose the location to put the files

The next screen is choose 

components – without much 

selection other than whether to put 

the extra shortcuts in or not.
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Install processes

Choose the start menu folder
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Next - Finish

Install complete
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Input your new username in the client 

WITHOUT @chat.dco.dod.mil at the end –

Enter your password

Click OK

The program will now run the 

configuration wizard.
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The program 

runs – click 

Default 

Profile to 

launch into 

your 

connection.
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Add Contacts by clicking the 

contact button and choose Add 

Contact.

When adding – the naming 

convention first.lastname 

should be used

If no groups are established or 

another is not chosen, the 

contact will be placed in a  

group named ―Unfiled‖

Once contacts are added, they show in the group 

when online or if the view is changed, they will 

show offline too and have a status beside them.
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DCO XMPP Desktop Client Quick Conference

Right click the user name or hold Ctrl 

and select multiples to then right click 

and bring up the options shown.

Quick conference will open a room as 

shown below.
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Invite to an Adobe Connect Meeting

Highlight the user you wish to 

invite and then click OK

A new Connect session will be 

opened with your ID as the name.
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Review of today‘s Objectives

 Describe the benefits of using Defense Connect Online (DCO) 

communication tools

 Register and manage a DCO portal account

 Find help on using the DCO portal, XMPP and Connect

 Find and enter a Connect meeting

 Create a Connect meeting

 Identify the 8 different types of Adobe Acrobat Connect pods and their 

attributes

 XMPP Instant Messenger

 Launching the web/thin client

 Installation of the desktop/thick client

 Look up and add contacts

 Basic Usage
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Please Join us for the Intermediate Training

Intermediate Training Topics

 Define the three Connect roles and their permissions

 Broadcast your image and voice using the Camera and Voice Pod

 Share a presentation in the Share Pod

 Share your screen using the Share Pod

 Pause and annotate your screen

 Use whiteboard tools

 Manage questions using the Q&A chat pod in the Presenter Only Area

 Share a file with the File Share Pod

 Create and open a poll question using the Poll Pod

 Share web links using the Web Links Pod

 Use third party downloads
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Question and Answer Time

The meeting will remain open for Q&A 

until the allotted time has ended.

Also let us know your opinions and 

additional topics you wish covered in 

future sessions through the Q&A pod

If you would like a copy of today’s Q&A 

chat log, please request it by entering 

your email into the Chat Log Request Pod


