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Message Processing Error Reference Guide For DMS Products

Purpose of this document

This reference guide provides assistance to resolve common problems related to DMS Message Security Processing.  These problems occur when sending signed and encrypted messages or opening signed and encrypted messages.

Message Security Processing 

Message security processing provides the capability to protect the contents of messages from unauthorized access using message encryption and the capability to authenticate the originator of a message and its contents using digital signatures.  This capability utilizes the DMS product software, a cryptographic library, the FORTEZZA card and its drivers or a Software Fortezza Token (SWF) and security information from the X.500 Directory.  If any of these items is not operating correctly or is not available, the message security protocol will fail.

Errors with the cryptographic library (CI-Library), FORTEZZA card/drivers or SWF are identified with negative numbers (errors between -100 and -1).  All other errors are related to the client’s ability to obtain or use security information from the X.500 Directory.  Table 1 provides a list of common error messages and codes that identify that a problem has occurred and the recommended corrective action a user should take to resolve the problem.

When You Need More Assistance

If this reference guide does not help you correct the problem, please refer to one of the following documents for additional  information.

· For errors related to FORTEZZA card or drivers, refer to the document “FORTEZZA DRIVER INSTALLATION GUIDE WITH FORTEZZA TROUBLESHOOTING FOR DMS APPLICATIONS”.

· For errors relating to certificates, CRL, CKLs and ICRLs, refer to the document "Certificate Management Infrastructure Troubleshooting Guide"

· For errors related to problems with selecting message classifications and categories of ACP 120 messages, refer to the “ACP 120 Quick Reference Guide”

Table 1. Common Errors and Corrective Actions

Error Code
Description
User Action

-32
"The card entered is not usable"

"Failed to read data from the card"


On the Lotus client, the FORTEZZA card is either not plugged into the reader, the slot number is not correct or the PIN is incorrect.  

Recommend the slot number be checked and the FORTEZZA card be reseated, then carefully re-enter the PIN.  



-23
PCMCIA Socket Services is not loaded
Exit all applications and reboot PC.  Ensure the FORTEZZA card is in the PCMCIA reader when rebooting.



-20
Get “FORTEZZA (CI Library) error 
[-20]” when trying to access the FORTEZZA card
FORTEZZA card initialization problem.  

Verify the FORTEZZA card is plugged into the card reader and reattempt logging onto the card.



-2
CI Library has not been initialized
Exit all applications and reboot PC.  Ensure the FORTEZZA card is in the PCMCIA reader when rebooting.



9
The function may not be performed in this state
Exit the application. Make sure the card is properly inserted in the PCMCIA reader. Restart the application.



10
Invalid KEA parameters in certificate
Request the CAW Operator recreate the v3 KEA certificate.



15
 “No Roles [15]”
X.500 Address Book Provider entry missing from users profile.

Contact LCC for corrective action.



17
“Missing Credentials 17” occurs when message is opened.
The Client could not find a certificate for a given user or any component in the certification path (i.e., CA).  Local or a remote DSA may not be available.

Contact the LCC and inform them of the error condition.



54
The Client could not find a security token for recipient
The key material used to encrypt the message is different from the key material on the Recipient's Fortezza card.

If your FORTEZZA card has been modified recently, the originator may be using a cached version of your old certificate from their address book.  

Request the Originator to update their local Addressbook with your new certificate and resend the message.



101
The Incorrect FORTEZZA card PIN has been entered.


Re-enter the FORTEZZA card PIN.

125
Invalid_User_Clearance

"Msg security label is not authorized in the X.509 Certificate for < DN of recipient >
The classification of the message is higher than the recipient is authorized to receive. 

Recheck the message security label ( classification and categories).  If they are correct, contact the recipient or recipient's Security Officer to confirm the recipient's privileges.



143
Error while generating the pairwise key or while encrypting the MEK
One of the recipient's certificates is from a different security domain.  

Review the intended recipients and verify they are from the same security domain using the suffix on the Distinguished name.  The v1 Recipients should all be either "(n)","(s)", or "(t)" and the v3 recipients should be "(uc)", "(sc)", "(mc)", or "(tc)".



188
MSP_ENCODE_ERROR
Can occur if the Lotus Client does not have the \tmp\files directory located on the same drive where Notes was launched.



201
Missing _Token - Could not find a security token for recipient
The key material used to encrypt the message is different from the key material on the Recipient's Fortezza card.

If your FORTEZZA card has been modified recently, the originator may be using a cached version of your old certificate from their address book.  

Request the Originator to update their local Address book with your new certificate and resend the message.



604
"Unable to locate a Certificate with subject"

"Error: Unable to send secure message.  The V1 certificate for <DN of recipient> in Primary Recipient could not be found and/or validated"


This error will occur when attempting to send an MSP 3.0 message to an ACP 120 recipient when using the Lotus Client.  

Recommend locating the MSP 3.0 version of the identified recipient and replacing the identified recipient in the "TO:" field.



604
"Unable to locate a Certificate with subject"

"Error: Unable to send secure message.  The V3 certificate for <DN of recipient> in Primary Recipient could not be found and/or validated"


This error will occur when attempting to send ACP 120  message to an MSP 3.0 recipient when using the Lotus Client.  

Locate the ACP 120 version of the identified recipient and replacing the identified recipient in the "TO:" field.

612
"A certificate for the recipient using the provided Label was not found"

"Error: Unable to send secure message.  The V3 certificate for <DN of recipient> in Primary Recipient could not be found and/or validated"


The intended recipient does not have a v3 certificate with the correct security policy or security domain.  

Recheck your selected Key Exchange Algorithm (KEA) encryption certificate and selected security domain.  If this is correct, contact the recipient or recipient's Security Officer to confirm the recipient's privileges.



1009
"You do not have the privileges to send a message of this Precedence"
Verify the Primary and Copy message precedence on the "Message" tab. 

If it appears correct, contact your Security Officer to check your X.509 certificate on your FORTEZZA card.



1010
"You do not have privileges to send a Military Message with this Message type"
Verify the message type on the "Message" tab. 

If it appears correct, contact your Security Officer to check your X.509 certificate on your FORTEZZA card.



None


"Access Control Decision Failure"
The intended recipient does not have the security privileges to received the message with the security label being submitted.

· Recheck the message security label (classification and categories).  

· Use the Recipient Authorization Checker (RAC) to check the intended recipients classification and category privileges.

· Review Microsoft Client Advisory Note 14 for resolution of an intermittent problem.   

If they appear correct, contact the recipient or recipient's Security Officer to confirm the recipient's privileges.



None
"Invalid_Personality"
On the Lotus client, there is a problem with one of the Certification Authority's Certificate Revocation List or certificate.  The certificate revocation list is either missing or not currently valid.  

Recommend contacting the Administrator to resolve this problem.



None
"Invalid  or missing V3 Recipient Certificate"
This error will occur when attempting to send ACP 120  message to an MSP 3.0 recipient when using the Microsoft Client.  

Locate the ACP 120 version of the identified recipient and replacing the identified recipient in the "TO:" field.



None
"Invalid  or missing V1Recipient Certificate"
This error will occur when attempting to send MSP 3.0 message to an ACP 120 recipient when using the Microsoft Client.  

Locate the MSP 3.0 version of the identified recipient and replacing the identified recipient in the "TO:" field.



None
"The message precedence chosen is not included in your privileges"
Recheck your message precedence and resend the message. If it appears correct, contact your Security Officer to check your X.509 certificate on your FORTEZZA card.



None
"An individual may not send an Organizational Message"
Recheck your message type and resend the message. If it appears correct and the error message reoccurs, contact your Security Officer to check your X.509 certificate on your FORTEZZA card.
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