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1 Overview

1.1 Introduction to using these Procedures

This document is organized as follows:

Section 2:  Information Required for Microsoft Outlook Client Installation: This section gathers and organizes all the required information to successfully install/upgrade the DMS client.
Section 3:  Installation Roadmap: This section gives on overview of the steps that are needed to install the client.

Section 4:  Installation Pre-Requisites (New Install, Upgrade, and Reinstall):  This section provides pre-requisite information that needs to be completed prior to a new install or upgrade.

Section 5:  Pre-Installation Procedures (New Install, Upgrade, and Reinstall):  This section provides information that needs to be completed prior to a new install or upgrade.

Section 6:  Microsoft Outlook DMS Client Installation for Windows NT and Windows 2000 (New Install, Upgrade, and Reinstall):  This section provides information to install Outlook 2000, all servicepacks, and the DMS Security Extensions.

Section 7:  Configuring the Microsoft Outlook Services (New Install, Upgrade, and Reinstall):  This section provides additional client configuration steps that need to be completed.

Section 8:  Additional Configurations:  This section provides additional client configuration steps that need to be completed.

Section 9:  Verification of Client Installation (New Install, Upgrade, and Reinstall):  This section provides client install verification steps to ensure the product has properly been installed.

Section 10:  Password Management:  This section provides information on how to manage password.

Section 11:  Troubleshooting Tips:  This section provides some Troubleshooting tips for common problems.

Section 12:  Appendix A:  This section provides installation information of DMS Outlook and Microsoft Office (e.g. word, excel, etc.)

Section 13:  Appendix B Remote/Push Client Upgrade:  This section provides Remote/push Client installation procedures for clients upgrading from R2.2 Gold or commercial Outlook 2000.

1.2 Conventions used in these Procedures

· A Bold text indicates actual icon, button, tab, action, referenced step/section/table, typed entries, or text that matches the prompts or window titles. All notes are also Bold.

· A pair of  <  > brackets indicates variable that needs to be inserted as appropriate:

· <installation_drive> indicates the drive that will be used as the source for the installation files.

· <ws_drive> indicates the target workstation drive where the product is to be installed.

· “(” Indicates subsequent pull-down selection or the tab on the properties.

1.3 Release Notes

Before installing, refer to the file Release.doc on the installation CD for the following information:

· Hardware Requirements

· Software Requirements

· Support Contact Information

· Documentation Reference

1.4 Assumptions

Installer is trained as an administrator and has sufficient administrator rights to accomplish this task.

2 Information Required for Microsoft Outlook Client Installation

2.1 Information Required for Installation

Before beginning the installation process, fill in Figure 2‑1 Required Information for Microsoft Outlook DMS Client Installation and Configuration to use during the installation.  This will provide a reference sheet with all of the required information needed while installing, configuring, and testing Microsoft Outlook DMS Client software.

Figure 2‑1 Required Information for Microsoft Outlook DMS Client Installation and Configuration

	Attribute
	Value

	Domain Administrator NT/2000 login information 
	

	Domain Administrator NT/2000 login password information
	Do NOT record Password

	DMS Users NT/2000 login information 
	

	DMS Users NT/2000 login password information
	Do NOT record Password

	Exchange Server NETBIOS Name (Exchange Server Hostname)
	

	<ws_drive> = indicates the drive that will be used as the destination for the installation files
	

	<os_drive> = indicates the drive where the operating system is installed
	

	<installation_drive> indicates the drive that will be used as the source for the installation files
	

	Hostname (fully qualified DNS hostname) or IP Address of the workstation
	

	User Name for the profile that will be created  (used to create profile)
	

	The user’s mailbox name or mailbox alias name (found in the Recipients container on the Exchange Server)
	

	Site naming convention for creating personal folder filename and display name
	

	Primary DSVT hostname (fully qualified) or IP address <DSVTHostX>
	

	Secondary DSVT hostname (fully qualified) or IP address <DSVTHostX>
	

	Primary DSA (Directory Service Agent) hostname (fully qualified) or IP address

(from Detailed Design Form 14 LDSA-LDSA)
	

	Secondary DSA hostname (fully qualified) or IP address

(from Detailed Design Form 14 LDSA-LDSA)
	

	Network share path (including drive letter) if performing a network upgrade/install
	

	Previous CD-ROM if upgrading from CD (used to remove old DMS extensions)
	

	NETBIOS Host name (NETBIOS name of the workstation)
	

	<ws_drive> = workstation drive (the hard drive letter that Outlook will be installed to)
	

	The X.500 search paths to be used:  This is the starting point of the most frequently used search points in the DMS Directory for the user being upgraded/installed.  One safe path for all sites is “OU=DMS Components, OU=DoD, O=U.S. Government, C=US”.  If necessary, use this until you decide on an appropriate search path for your site.
	The most frequently used search path
	

	
	The second most frequently used search path
	

	
	The third most frequently used search path
	

	
	The fourth most frequently used search path
	

	Information for Messaging Test: 

These should be users which secure messages can be exchanged to verify installation, once completed, is operational.
	Organizational User Name
	Microsoft User
	

	
	
	Lotus User
	

	
	Individual User Name
	Microsoft User
	

	
	
	Lotus User
	

	DNS Hosts (fully qualified host name or IP address)
	Primary
	

	
	Secondary
	


2.2 Installation Planning

This installation has been streamlined as much as possible. For planning purposes we suggest you allocate up to one hour for an upgrade and up to one and one half-hour for a new install. Since Outlook 2000 SR-1 and other updates included in this release require up to five restarts during the installation process, you may need to increase your installation time for desktops which normally require considerable time to reboot.

3 Installation Roadmap

· Note

· To determine what version of the DMS client you are currently running, open a command prompt window, type “dmsver” and press return. This will display a message containing the version numbers of the DMS software that is installed.

· There is no upgrade from an NT 4.0 workstation to a Windows 2000 workstation.  You must perform a clean install of DMS on top of Windows 2000.
Figure 3‑1 Installation Roadmap details the actions to perform and the relevant document sections for a new installation, upgrade, or reinstall. This table should be used as a planning guide and checklist as you proceed with the  installation.

Release 3.0 Operational Test and Beta sites should use the upgrade/reinstall directions contained in this document.

Figure 3‑1 Installation Roadmap

	Action or Document Section
	New Install
	Manual Upgrade from 2.2.8B.0 (R2.2 Gold) or Reinstall*
	Push/ Remote Upgrade from 2.2.8G.0 or Commercial Outlook 2000

	Reinstall the Operating System on an upgrade.  Consider only if the client is experiencing problems related to the obsolete DMS Full Security installation.  

Note: If the client OS is reinstalled, be sure to save off important files prior to re-installation.
	Not Required
	Optional:  

.
	Optional:  



	Action: Get FENs and Advisory Notes
	You should obtain all FENs and Advisory Notes that are applicable to this release level for the DMS product. The DADS websites are:

https://dkwwwefgv001.roscc1.disa.mil
https://whefl001.ncr.disa.mil (backup site)

Note that these are secure servers (https). Pay close attention to any FENs that may be a replacement for this installation document and use the instructions included with each FEN.  Read each FEN in order to determine when the FEN should be applied. Some FENs should be applied only after installation of the product.

	Install Core Operating System
	For New Installs only, this step is only necessary if the workstation does not have the Operating System already installed 
	This step is not required for upgrades.  However, if for some reason, the Operating System needs to be re-installed these procedures will need to be followed.
	This step is not required for upgrades.  However, if for some reason, the Operating System needs to be re-installed these procedures will need to be followed.

	Action: Install Operating System Patches and Operating System Hotfixes 
	· The OS patches and OS Hotfixes must always be applied to ensure the correct DMS product functionality.

· No OS patches or OS Hotfixes beyond the ones in the FENs (which you should have from the first Action above) should be applied to the DMS clients.

· Warning:  Installation of OS patches and Hotfixes is mandatory.  Failure to install the OS patches and Hotfixes may cause the DMS product to not install or to function improperly.  The OS patches and Hotfixes are available on CD-ROM.  For Windows NT 4.0, part number Z2S0229, WinNT 4.0 Hotfixes and Service Packs, is required.  For Windows 2000, part number Z2S0407, Win2000 Hotfixes and Service Packs, is required.  Reminder:  always check DADS for updated OS patches and Hotfix FENs prior to beginning the installation/upgrade.

· Note for Push/Remote Upgrade: Since the OS patches and Hotfixes are commercial products no DMS specific push instructions are provided.  It is left up the site administrator to determine the best way to deliver these updates: manual installation or use commercial push instructions.

	Action: Locate current Backup or Perform Backup
	Required
	Required
	Required

	Section 4 Installation Pre-Requisites (New Install, Upgrade, and Reinstall)
	Required
	Required
	Required

	Section 5 Pre-Installation Procedures (New Install, Upgrade, and Reinstall)
	Required
	Required
	Required

	Section 6.1 Phase 1:  Installing Commercial Microsoft Outlook Client (New Install Only)
	Required
	Not Required
	Not Required

	Section 6.2 Phase 2:  Installing Commercial Updates (New Install, Upgrade, and Reinstall)
	Required
	Not Required
	Not Required

	Section 6.3 Finishing the Commercial Outlook Installation (New Install Only)
	Required
	Not Required
	Not Required

	Section 6.4 Phase 3:  Installing the DMS Client Extensions (New Install, Upgrade, and Reinstall)
	Required [should we not point out that they can now go use the push instructions from here?]
	Required 
	Not Required

	Section 13 Appendix B Remote/Push Client Upgrade
	Not Required
	Not Required
	Required

	Action:  Checked readme.txt for additional client installation instructions
	Required
	Required
	Required

	Action:  Install Latest FEN(s)
	Required
	Required
	Required

	Section 7.1 Creating and Configuring a DMS Profile
	Required
	Not Required 
	Not Required for 2.2 Gold Upgrades.

Required for Commercial Outlook 2000 Upgrades

	Section 7.2 MasterKeyPlus User Configuration
	Required
	Required
	Required

	Section 7.3 Updating the Outlook Services for an Existing Profile (Upgrade Only)
	Not Required
	Required
	Required

	Section 7.4 Install PAB Synchronization Tool
	Required
	Required
	Required

	Section 7.5 Install DMS Icons (New Install, Upgrade, and Reinstall)
	Required
	Required
	Required

	Section 7.6 Finish Configuring Profile Information
	Required
	Not Required
	Not Required

	Section 7.7 Reset and Change Toolbar Settings (New Install, Upgrade, and Reinstall)
	Required
	Required
	Required

	Section:  7.8 Disabling AutoSave Functionality (New Install, Upgrade, and Reinstall)
	Required
	Required
	Required

	Section:  7.9 Configuring High Precedence Alert (New Install, Upgrade, and Reinstall)
	Required
	Not Required (if already configured)
	Not Required for 2.2 Gold Upgrades (if already configured).

Required for Commercial Outlook 2000 Upgrades 

	Section:  7.10 Customizing DMS Directory Search Path (New Install, Upgrade, and Reinstall)
	Required
	Required
	Required

	Section 7.11 Copying Documentation and Making Inventory Files (New Install, Upgrade, and Reinstall)
	Required
	Required
	Required

	Section 8.1 Installing DMS Forms (New Install, Upgrade, and Reinstall) 
	Required
	Required
	Required

	Section 8.2 Installation of FORTEZZA Drivers and Firmware Updates (New Installs, Upgrade, and Reinstalls)
	Required for FORTEZZA card users
	Required for FORTEZZA card users
	Required for FORTEZZA card users

	Section 8.3 Proxy PUA Template (New Install, Upgrade, and Reinstall)
	Optional
	Optional
	Optional

	Section 8.4 Security Protocol Attribute (SPA) Settings (Optional for New Install, Upgrade, and Reinstall)
	Optional
	Optional
	Optional

	Section 8.5 Medium Grade Messaging
	Optional
	Optional
	Optional

	Section 9 Verification of Client Installation (New Install, Upgrade, and Reinstall)
	Required
	Optional
	Optional

	Action: Reapply Install Operating System Patch and Hotfixes
	· The last step of the install must be to reapply the Operating System Service Patch SP6A and Hotfixes for Windows NT.  Note:  It is not necessary to reinstall SP2 for Windows 2000.  

· No OS patches beyond the ones in the FENs (which you should have from the first Action above) should be applied to the DMS clients.

	Action: Install Security
	You should obtain and apply the security FEN for this DMS Product.  You may have already acquired the FEN, but should not have applied it until now.  The security FENs are:

· For Windows NT, apply 3.0-SECURNTUA-XXX security FEN.

· For Windows 2000, apply 3.0-SECURW2KUA-XXX security FEN.

Note:  the last three digits of the FEN will incremented when the security FEN is modified.  Get the latest version.

Use the same DADS web site used as listed in the first “Action”.

The security FEN must be applied after product install and under the following circumstances:

· Each time a DMS product is added to a configuration.

· Each time there is an upgrade, patch, or new code applied to a DMS product.

· For a new security install.

· When there are upgrades to the Security FEN.

	Action: Perform Backup
	Create a backup of your system or follow your site’s normal backup process/schedule.


*Reinstall is defined as a reinstallation of the DMS client extensions.

4 Installation Pre-Requisites (New Install, Upgrade, and Reinstall)

4.1 Installation Pre-Requisites

Warning

You must have 185 MB of free hard disk space plus 62 MB of free temporary hard drive space to support this installation. 

The following list is provided to aid in planning your install or upgrade:

1. Before beginning this procedure, the workstation must have an operating system installed and operational.  The latest operating system patches and hotfixes must be applied.

2. Figure 2‑1 Required Information for Microsoft Outlook DMS Client Installation and Configuration should be completed before starting.


3. Figure 3‑1 Installation Roadmap should be used as a planning guide before starting and kept handy as a reference during the install.

4. The new client software must be available on either a client installation CD or have been copied to a network share per the installation instructions for DMS Product Number GWS004 and GWS016.

5. Release notes for the installation CD/network share should be checked to determine minimum hardware requirements.

6. The workstation must have the TCP/IP protocol stack properly installed and configured. 

7. The workstation must be able to connect to its Exchange Server and its Directory Service Agent. 

8. The computer should be a member of the domain in which the user has an account.

9. It is recommended that the client computer have a way of resolving host names on the network to IP addresses. This can be either a hosts file or a Domain Name Service (DNS) server.

4.1.1 Get FENs and Advisory Notes

You should obtain all FENs and Advisory Notes that are applicable to this release level for the DMS product. The DADS websites are:

· NOC-Columbus: 

· NIPRNET at https://dkwwwefgv001.roscc1.disa.mil
·  SIPRNET at https://dkwwwefgvs02.roscc.disa.smil.mil
· NOC-Europe: 

· NIPRNET at https://dkwwwsxfl001.roscc1.disa.mil
· SIPRNET at https://dkwwwsxfls02.roscc.disa.smil.mil
· NOC-Pacific:

· NIPRNET at https://dkwwwyvew001.roscc1.disa.mil
· SIPRNET at https://dkwwwyvews02.roscc.disa.smil.mil
· NOC-Detrick:

· NIPRNET at https://whefl001.ncr.disa.mil
· SIPRNET at https://207.85.98.203  

Note that these are secure servers (https). Pay close attention to any FENs that may be a replacement for this installation document and use the instructions included with each FEN.  Read each FEN in order to determine when the FEN should be applied. Some FENs should be applied only after installation of the product.

4.1.2 Install Core Operating System

For new installs only.  This step is only necessary if the workstation does not have the Operating System already installed or if for some reason the Operating System needs to be re-installed.

4.1.3 Install Operating System Patches

The OS patches must always be applied to ensure the correct DMS product functionality.  No additional OS patches beyond those already installed should be applied to the DMS clients.

4.1.4 Locate Current Backup or Perform Backup

Locate a current system backup or take a new backup, according to local backup procedures/policy, of the system prior to install the DMS client.

4.1.5 Determine if MS Office 2000 or MS Outlook 2000 is Installed from a non-DMS CD-ROM

See Section 12 for more detailed information.

5 Pre-Installation Procedures (New Install, Upgrade, and Reinstall)

5.1 Creating an Install Mailbox on the Server (New Install, Upgrade, and Reinstall)

· Note

· During installation, the administrator must start up Outlook and then shut it down (starting Outlook finishes the commercial installation process). This is much easier if the administrator has a mailbox that they can use.  The mailbox does not need to have all the DMS settings and it is not necessary for this mailbox to be able to send or receive mail.  You can complete the installation without this mailbox, but having the mailbox makes the installation easier.  Creating this mailbox is highly recommended.  The Administrators ID must be in the same NT Domain as the Exchange Site.

· If installing from a Network share and the Administrator already has a mailbox created, proceed to Section 5.2 Mapping a Local Drive to the DMS Client Share on the Server (New Install, Upgrade, and Reinstall).

· If installing directly from a CD-ROM, this is a new install, and the Administrator already has a mailbox created, skip to Section 6 Microsoft Outlook DMS Client Installation for Windows NT and Windows 2000 (New Install, Upgrade, and Reinstall)
· If installing directly from a CD-ROM, this is an Upgrade with security installed, and the Administrator already has a mailbox created, skip to Section 5.3 Modifying Security.  

· If installing directly from a CD-ROM, this is an Upgrade without security installed, and the Administrator already has a mailbox created, skip to Section 5.4 Preparing for Upgrade or Reinstall.

1. On the Exchange Server, open the Exchange Administrator program.

2. Pull down File(New Mailbox.

3. If you get the message “Recipients cannot be created in the selected parent container. Do you want to switch to the ‘Recipients’ container of site <Site Name>, click OK.

4. In the Last Name field, type Install (You can name it whatever you want. Install is a suggestion).

5. Click the Primary Windows NT Account button.

6. Verify that Select an existing Windows NT Account is selected and click OK.

7. Browse the list of users and highlight the Administrator account that you will be using to perform client installations and click Add.

8. Click OK.

9. See the above note to determine the next course of action.

5.2 Mapping a Local Drive to the DMS Client Share on the Server (New Install, Upgrade, and Reinstall)

· Note

· If you are installing directly from a CD-ROM and this is an Upgrade with security installed, skip to Section 5.3 Modifying Security. 

· If you are installing directly from a CD-ROM and this is an Upgrade without Security installed, skip to Section 5.4 Preparing for Upgrade or Reinstall.
· If you are installing directly from a CD-ROM and this is a new install, skip to Section 6 Microsoft Outlook DMS Client Installation for Windows NT and Windows 2000 (New Install, Upgrade, and Reinstall).

· If you are installing from a Network Share, continue on and follow the directions in this section.

· This section assumes that you have performed the section in the Exchange Server Installation Instructions that describes how to set up a network share for the DMS client installation files. The server security FEN removes network sharing from the DMS client installation directory for security reasons. You should plan your network install in concert with the site security guidelines so that for the period that the share will be enabled your security administrator is aware of the vulnerability. Once this plan is in place, manually establish the share of the DMS client installation directory. This will allow you to access it from the client desktop in support of the network installation. Once you have finished your client installations, remove the share to return your Server to its security FEN compliant state.

10. From the client desktop, log in as a user with administrative privileges. 

11. Connect to the DMSClient share on the server by performing the following:

· For Windows NT, click Start(Programs(Windows NT Explorer

· For Windows 2000, click Start(Programs(Accessories(Windows Explorer

· Pull down the Tools menu and select Map Network Drive.
· Check the Reconnect at logon check box.
· For Windows NT, under Shared directories, double click your Exchange Server and then double click DMSClient share.
· For Windows NT close Windows NT Explorer.

· For Windows 2000, click Browse, double click your Exchange Server, click DMSClient Share, click OK, and click Finish.

5.3 Modifying Security (Upgrade)

· Note

If you are installing directly from a CD-ROM and this is a new install, skip to Section 6 Microsoft Outlook DMS Client Installation for Windows NT and Windows 2000 (New Install, Upgrade, and Reinstall).
5.3.1 Taking Registry out of Read-Only Mode 

· Note

· This section only needs to be completed for upgrades where DMS security has previously been applied.

· Only perform this section if security has been applied to the workstation.

1. Log on as a user with Administrator privileges if not already.

2. Click Start(Run.

3. Type regedt32 and press OK.

4. From the toolbar, go to Options and deselect Read only mode.
5. Close the Registry Editor.
5.3.2 Enabling the CD-ROM 

· Note

· If the security FEN has been applied to your client perform this section.

· If the security FEN has NOT been applied to your client and this is an Upgrade, skip to Section 5.4 Preparing for Upgrade or Reinstall. 

· If the security FEN has NOT been applied to your client and this is a New Install, skip to Section 6 Microsoft Outlook DMS Client Installation for Windows NT and Windows 2000 (New Install, Upgrade, and Reinstall).

The following relaxes a registry setting allowing Outlook 2000 SR-1 to install properly.

12. Log as a user with Administrative privileges if not already.

13. Click Start(Run.

14. In the Run dialog box, type regedt32 and press OK.

15. From the menu bar pull down Window(HKEY_LOCAL_MACHINE.

16. In the HKEY_LOCAL_MACHINE window browse to 
SOFTWARE\MICROSOFT\WINDOWS NT\CurrentVersion\Winlogon.

17. Double click the allocatecdroms entry in the right windowpane.

18. In the String Editor dialog box verify the value is 0.  If it is not, change the value from 1 to 0.

19. Click OK in the String Editor dialog box.

20. Close the Registry Editor.

5.4 Preparing for Upgrade or Reinstall 

· Note

If you are performing a new installation, these sections are not necessary.  Proceed to Section 6 Microsoft Outlook DMS Client Installation for Windows NT and Windows 2000 (New Install, Upgrade, and Reinstall)
5.4.1 Remove Previous FENs

· Note

This section only needs to be completed for a reinstall of a R3.0 client.  If you upgrading or reinstalling a R2.2 Gold client proceed to section 5.4.2 Removing the Previous DMS Extensions.
1. Close all other programs while performing this procedure.

2. Log in as a user with administrative privileges.

3. Click Start(Settings(Control Panel(Add/Remove Programs.

4. Start removal process from the highest FEN to the lowest FEN number.

5. For R3.0 Client installations if present, select FEN 3.0-MSCLIENT-XX [(where XX is the FEN number)(e.g. FEN 3.0-MSCLIENT-10)] and click Add/Remove for Windows NT 4.0 or Change/Remove for Windows 2000.

6. When “Removal of DMS FEN 3.0-MSCLIENT-XX” (where XX is the FEN number) screen appears, click OK.

7. The “Removal of DMS FEN 3.0-MSCLIENT-XX” (where XX is the FEN number) screen appears again, click Finish.

8. Repeat above procedures for each FEN installed.

9. When complete, proceed to Section 5.4.2 Removing the Previous DMS Extensions.

5.4.2 Removing the Previous DMS Extensions 

5.4.2.1 Removing DMS Extensions for Release 2.2

· Note

· To perform this section you will need access to the previous version’s (whatever version is currently on the workstation) client setup program. You can either map a drive to the PrevDMSClnt share on the server or use the previous version’s client CD-ROM. The PrevDMSClnt share should have been configured on the server during the server installation. You can use the instructions in Section 5.2 Mapping a Local Drive to the DMS Client Share on the Server (New Install, Upgrade, and Reinstall) to map the drive. Simply replace the term DMSClient with PrevDMSClnt in that section.  

· Do not use the current version’s software to remove the previous version.  The removal of the DMS Extensions will not be successful, and your configuration may become corrupt.

· If this is reinstall of Release 3.0, proceed to Section 5.4.2.2 Removing DMS Extensions for Release 3.0.

21. Close all other programs while performing this procedure.

22. Log in as a user with administrative privileges.

23. Click Start(Run.

24. Click Browse and select the PrevDMSClnt share drive from the pull down (for a server based installation) or select the previous version’s client CD ROM drive from the pull down (for a CD ROM based installation). Notice that we are using the previous version’s installation software to remove the previous version. Don’t use the current version’s software to remove the previous version.

25. Select the file setup.bat.

26. Click Open.

27. Type <space>phase3 after setup.bat in the command line box, so that the line looks like this:
 setup.bat phase3
28. Click OK.

29. Click Remove All.

30. Click Yes, when prompted Are you sure you want to remove Microsoft Outlook DMS Client Extensions.

31. Click Ignore if prompted “could not delete c:\dms\auditlog\.”  Note:  this will occur twice if security is installed.

32. Click OK.

33. Proceed to Section 5.4.3 Removing PAB Synchronization Tool for Upgrade of 2.2 Gold or Reinstall.

5.4.2.2 Removing DMS Extensions for Release 3.0

1. Close all other programs while performing this procedure.

2. Log in as a user with administrative privileges.

3. Click Start(Settings(Control Panel(Add/Remove Programs.

4. If present, select Microsoft Outlook DMS.

5. For Windows NT, click Add/Remove.  For Windows 2000, click Change/Remove.

6. If prompted, click Yes when asked Are you sure you want to remove Microsoft Outlook DMS from your computer?
5.4.3 Removing PAB Synchronization Tool for Upgrade of 2.2 Gold or Reinstall

1. Close all other programs while performing this procedure.

2. Log in as a user with administrative privileges.

3. Click Start(Settings(Control Panel(Add/Remove Programs.

4. If present, select PAB X.500 SYNCHRONIZATION TOOL.  

5. For Windows NT, click Add/Remove.  For Windows 2000, click Change/Remove.

6. Click OK to remove when asked Do you want to completely remove 3.0-PABSYNCTOOL-01?
7. Click Finish.

5.4.4 Uninstall Previous Version of DSVT

If the DISA Software Version Tool (DSVT) was installed on the client, it must be removed.  

Note:  In previous releases of the R3.0 client DSVT was installed by default.  In this release the installer will install DSVT if the local site supports the tool.

1. Close all other programs while performing this procedure.

2. Log in as a user with administrative privileges.

3. Use Windows Explorer to browse to <local_drive>:\eds\DSVT.

4. Double-click on rm_dsvt.bat to run the batch file.  Note:  Do NOT click on uninstall_dsvt.exe or you may receive a Dr. Watson.

5. Click Start(Settings(Control Panel(Add/Remove Programs.

6. If present, select DSVT.

7. For Windows NT, click Add/Remove.  For Windows 2000, click Change/Remove.

8. Click Yes to remove when asked Are you sure you want to completely remove ‘DSVT’ and all of its components?  

9. When uninstall complete, click OK to exit.

10. On Windows NT, click OK to exit Add/Remove Programs.  On Windows 2000, click Close to exit to Add/Remove Programs.

11. Restart Workstation.  When restart is complete, continue to section 6.4 Phase 3:  Installing the DMS Client Extensions (New Install, Upgrade, and Reinstall).

6 Microsoft Outlook DMS Client Installation for Windows NT and Windows 2000 (New Install, Upgrade, and Reinstall)

Warning

Installation of OS patches and Hotfixes is mandatory.  Failure to install the OS patches and Hotfixes may cause the DMS product to not install or to function improperly.  The OS patches and Hotfixes are available on CD-ROM.  For Windows NT 4.0, part number Z2S0229, WinNT 4.0 Hotfixes and Service Packs, is required.  For Windows 2000, part number Z2S0407, Win2000 Hotfixes and Service Packs, is required.  Reminder to always check DADS for updated OS patches and Hotfix FENs.

6.1 Phase 1:  Installing Commercial Microsoft Outlook Client (New Install Only)

· Note

If this is an upgrade from 2.2 Gold or Reinstall, proceed to section 6.4 Phase 3:  Installing the DMS Client Extensions (New Install, Upgrade, and Reinstall).

34. Log on as a user with administrative privileges if not already.

35. Close all other programs while performing this installation.

36. Click Start(Run.

37. Click Browse and select the DMSClient share drive from the pull down (for a server based installation) or select the CD ROM drive from the pull down (for a CD ROM based installation).

38. Select the file setup.bat.

39. Click Open.

40. Click OK.

41. Enter your User Name, Initials, and Organization name in the fields provided. (This is commercial licensing information and will be provided per facility. The licensing information has no impact on the operation of the software.)

42. Enter the following CD Key: JXG4M 6QMHG 4WRW9 H4RC9 66FRW.
43. Click Next.

44. Click on I accept the terms in the License Agreement.

45. Click Next to close Microsoft Outlook 2000 End-User License Agreement window.

46. Click Customize in the Microsoft Outlook 2000: Ready to Install window.

47. To install to the default drive/directory continue with the next step. To install to a drive/directory other than the default click Browse and select the drive/directory for the installation and click OK to continue.

48. Click Next to close Microsoft Outlook 2000 Installation Location window.

49. At this point you may be asked to upgrade Microsoft Internet Explorer. If you are not asked to upgrade, continue with the next step. Outlook uses some of Internet Explorer’s code so if you don’t have a current or resent version of Internet Explorer the Outlook installation program will upgrade it. If you get the Microsoft Internet Explorer 5.0 Upgrade dialog, select Microsoft Internet Explorer 5.0 – Standard from the pull-down list and click Next. 

50. In the Microsoft Outlook 2000: Selecting features window, click the red X icon next to Collaboration Data Objects in the diagram in the top right windowpane.

51. Select Run from My Computer from the pull down menu.

52. Click Install Now. At this time the commercial Microsoft Outlook 2000 installation program will install the Outlook 2000 program files on your workstation. Please wait for one of the two prompts identified in the next step.  

53. Depending on your operating system do the following:

· Windows 2000: click OK to the prompt Microsoft Outlook 2000 setup completed successfully and then click Start(Shutdown select Restart and click OK.  Or if prompted, click Yes to restart.

· Windows NT, when prompted to restart your computer click Yes. 

· If not prompted to restart, manually restart the workstation.

6.2 Phase 2:  Installing Commercial Updates (New Install, Upgrade, and Reinstall)

6.2.1 Phase 2

Warning

This section installs Outlook 2000 SR-1 and SP2 (for full installs only).  If you have additional Office 2000 products installed, these procedures will update all Office 2000 Products installed on your client. Microsoft does not provide any means of upgrading only Outlook 2000; the upgrade that Microsoft provides is for all Office 2000 products installed on your client.

One of the updates applied during this procedure is the Service Pack 2 (sp2) which includes  the “I love you” virus patch. This virus was implemented as an executable attachment to e-mail. The patch for this virus prevents sending of and access to attachments that are considered unsafe. Attachments that have file extensions indicating that they contain executable code are considered unsafe (.exe, .vbs, etc…) This patch makes the client more secure, but the change in behavior can cause confusion for users. Please be aware that this patch will prevent the transmission of certain types of attachments so prepare your users for this. For more information on this patch, go to the Microsoft website (http://www.microsoft.com) and search for knowledge base article number Q262631.

The remainder of this note provides guidance on how to perform an upgrade, if you are performing a new install continue with step 1.

For upgrades, installing Microsoft Commercial Outlook 2000 SR-1 requires access to the original media from which you installed the Outlook 2000 products.  (If you installed Outlook 2000 from DMS Media, and other Office Products from Microsoft Commercial Media, you will need both.)

· If you originally installed Outlook 2000 from any other DMS CD-ROM (2.2.8X.X), you will need to have that original CD. 

If you installed Outlook 2000 on this workstation from a network share (CD-ROM copied to the share point on the server), you must have that network share available, connected to the same drive letter as when you installed.

If you have any other Office 2000 products on your workstation, the SR-1 upgrade installation will upgrade them as well. As stated above, Microsoft does not provide any way to update only Outlook 2000. So, when you run the next section, you will also need the original media (CD-ROM  or network share) for your other Office 2000 applications.

You can determine what DMS CD-ROM you originally installed from by opening a command prompt (MSDOS) and typing “dmsver”. This will display the current version information. Hit the space bar and you will see the version history information. This information shows the history of product installations, Upgrade, and Reinstalls for a DMS hardware platform.

If you do not know what drive Outlook 2000 was installed from, you can open the registry editor (use regedit.exe, it has the required search capabilities), pull down the edit menu, select the find menu option, enter “\vendor\outlook2000” (without the quotes) as the text to find. The key that it finds will have a drive letter in front of “vendor\outlook2000”. This is the drive letter that Outlook 2000 was installed from.

If you see the following error message:  

"Microsoft Office 2000 SR-1 Professional Error 1931: The Windows Installer service cannot update the system file x:\Program Files\Common Files\Microsoft Shared\VGX\Vgx.dll because the file is protected by Windows. You may need to update your operating system for this program to work correctly".

Click OK.  This problem is not caused by this DMS FEN installation.  For more information refer to the Microsoft Knowledge Base (Q279177).
1. Outlook should not be running during this procedure.

2. Log as a user with administrative privileges.  Note:  You may see a window indicating Finishing Microsoft Outlook 2000 Setup—please wait for this to complete.

3. If this is an UPGRADE skip to section 6.4 Phase 3:  Installing the DMS Client Extensions (New Install, Upgrade, and Reinstall), otherwise continue with the next step.

4. Click Start(Run.

5. Click Browse and select the new DMSClient share drive from the pull down (for a server based installation) or select the CD ROM drive from the pull down (for a CD ROM based installation).

6. Select the file setup.bat.

7. Click on Open.

8. Type <space>phase2 after setup.bat in the command line box, so that the line looks like this: 
setup.bat phase2 and click on OK.
9. For new installations, read the license agreement, then select the I accept the terms in the License Agreement radio button and click Next.

10. Click the Update Office button. 

11. Click Next. This will install the Outlook 2000 SR-1 Core Update. At some time during this process if you have other Office 2000 products in addition to Outlook 2000 you may be prompted to insert the original source of media CD-ROM.

12. If prompted, click Next.

13. You must restart the DMS client at this time.

· Click Yes to restart, if prompted. 

· If the Finished – Setup window is displayed and does not automatically close, click the X button in the upper right-hand corner to manually close the command window.

· If not prompted to restart, manually restart the workstation.

Warning

Note: For upgrades, the Windows Installer program will look for the original source media for your Office 2000 applications. 

· If you installed Outlook 2000 from the 2.2.8X.X CD, you can leave the 3.0.2.0 CD in the CD drive (the 3.0.2.0 CD looks like the 2.2.8X.X CD to the Windows Installer program.) 

· If you installed Outlook 2000 from a network share, make sure that the share is connected to the same drive letter as when you installed Outlook. 

· If you have installed any other Office 2000 applications from another CD or share, you will need that CD or share available as well during this process.
· If you don’t know what drive Outlook 2000 was installed from, you can open the registry editor (use regedit.exe, it has the required search capabilities), pull down the edit menu, select the find menu option, enter “\vendor\outlook2000” (without the quotes) as the text to find. The key that it finds will have a drive letter in front of “vendor\outlook2000”. This is the drive letter that Outlook 2000 was installed from.

· If you see the following error message:  

"Microsoft Office 2000 SR-1 Professional Error 1931: The Windows Installer service cannot update the system file x:\Program Files\Common Files\Microsoft Shared\VGX\Vgx.dll because the file is protected by Windows. You may need to update your operating system for this program to work correctly"

Click OK.  This problem is not caused by this DMS FEN installation.  For more information refer to the Microsoft Knowledge Base (Q279177).

14. After reboot, login as a user with administrative privileges. 

Note:  after login you may need to wait until Microsoft Office SR-1 completes.

15. If prompted, click OK to the Microsoft Office 2000 SR-1 Update completed successfully window.

16. Click Start(Run.

17. Click Browse and select the new DMSClient share drive from the pull down (for a server based installation) or select the CD ROM drive from the pull down (for a CD ROM based installation).

18. Select the file setup.bat.

19. Click on Open.

20. Type <space> sp2 after setup.bat in the command line box so that the line looks like this:

Setup.bat sp2 and click on OK.
21. Click Yes at the This program will install SP-2 dialog box.

22. After reading the license agreement, click Yes to accept.

23. If prompted, click OK at “The update was applied successfully” dialog box.

24. You must restart the DMS client at this time.

· Click Yes to restart if prompted.

· If the Finished – Setup window is displayed and does not automatically close, click the X button in the upper right-hand corner to manually close the command window.

· If not prompted to restart, manually restart the workstation.

25. After restart, new installs proceed to Section 6.3.

6.3 Finishing the Commercial Outlook Installation (New Install Only)

· Note

· For a new installation, you must fully install commercial Outlook 2000 before installing the DMS extensions. Commercial Outlook 2000 does not completely install until it has been run for the first time. You must start up Outlook and shut it down before installing the DMS extensions. 

· If you see the following error message:  

"Microsoft Office 2000 SR-1 Professional Error 1931: The Windows Installer service cannot update the system file x:\Program Files\Common Files\Microsoft Shared\VGX\Vgx.dll because the file is protected by Windows. You may need to update your operating system for this program to work correctly"

click OK.  This problem is not caused by this DMS FEN installation.  For more information refer to the Microsoft Knowledge Base (Q279177).

1. Close all other programs while performing this section.

2. Log on as a user with administrative privileges.

3. If prompted, click OK to the “MS Office 2000 SR-1 update completed successfully” dialog box .

4. Double click the Microsoft Outlook icon.

5. Click No if you see the prompt: To import your personal address book select Yes.

6. At the Outlook 2000 Startup screen click Next.

7. Choose Corporate or Workgroup and click Next.

8. If prompted, click OK at user name dialog box.

9. Select Use the following information services and check the Microsoft Exchange Server.

10. Click Next.

11. Enter the Exchange Server host name from Figure 2‑1 Required Information for Microsoft Outlook DMS Client Installation and Configuration.
12. Enter the name of the Install Mailbox created in Section 5.1 Creating an Install Mailbox on the Server (New Install, Upgrade, and Reinstall) and click Next.

13. You will be asked: Do you travel with this computer. If the user does travel with the computer (i.e., it is a laptop), click Yes. If the user does not travel with the computer, click No.

14. Click Next.

15. Click Finish. 

16. If asked to register Outlook as the default mail manager, click Yes.

17. Click on the Microsoft Outlook Office Assistant (the little paper clip or dog or Einstein, whatever it’s set to) and select Start Using Microsoft Outlook.

18. Click No if asked to register your copy of Outlook 2000 SR-1 with Microsoft. 

19. Select File(Exit and Log Off to log out of Outlook.

6.4 Phase 3:  Installing the DMS Client Extensions (New Install, Upgrade, and Reinstall)

Warning

Installation of OS patches and Hotfixes is mandatory.  Failure to install the OS patches and Hotfixes may cause the DMS product to not install or to function improperly.  The OS patches and Hotfixes are available on CD-ROM.  For Windows NT 4.0, part number Z2S0229, WinNT 4.0 Hotfixes and Service Packs, is required.  For Windows 2000, part number Z2S0407, Win2000 Hotfixes and Service Packs, is required.  Reminder:  always check DADS for updated OS patches and Hotfix FENs prior to beginning the installation/upgrade.

6.4.1 Phase 3 (New Install, Upgrade, and Reinstall)

1. Log on as a user with administrative privileges if not already.

2. Click Start(Run.

3. Click Browse and select the DMSClient share drive from the pull down (for a server based installation) or select the CD-ROM drive from the pull down (for a CD-ROM based installation).

4. Select the file setup.bat.

5. Click Open.

6. Type <space>phase3 after setup.bat in the command line box, so that the line looks like this: setup.bat phase3.
7. Click OK.  Note:  there may be a long pause before the next screen appears.

8. If a DOS window appears, this can safely be ignored.

9. Click Next at the “Welcome to the Install Wizard for Microsoft Outlook DMS” dialog box.  Note:  Do NOT click on the command (cmd) window at this time.  This will interrupt the client installation.

10. At the “Destination Folder” dialog box:

1. If you want to accept the default destination folder, click Next. 

2. If you want to install to a different folder, do the following:

· Click Change
· Select the destination folder at the Change Current Destination Folder message box.

· Click OK
· Click Next.

11. At the “Ready to Install the Program” dialog box, click Install.

12. At the “DMS Configuration” screen, uncheck the Create Profile checkbox then enter, Primary DSA and Secondary DSA hostname or IP address (from Figure 2‑1 Required Information for Microsoft Outlook DMS Client Installation and Configuration) in the boxes provided and click OK.

13. At the “Install Wizard Completed” dialog box, click Finish.

14. At the command prompt window, press any key to continue. 

15. At the “Start Copying Files” dialog box for PAB X.500 SYNCHRONIZATION TOOL, click Next.
16. At the “Installation of 3.0-PABSYNCTOOL-01” dialog box that says the installation succeeded, click Finish.

17. A “Microsoft Outlook 2000 Setup” dialog box will appear.  It may take several minutes for the next dialog to appear.

· Note

· As described in the Warning section of Phase 2, this FEN installs a commercial patch which requests the original source from which Microsoft Outlook 2000 was first installed.  This may be a CD drive, or network share point.  If the Windows Installer program cannot find the original source location, a prompt will appear asking for it to be provided.  You will need to provide the source before the update will continue.  More information on how to do this is included in the Client Installation documentation.  WARNING:  If you do not accurately install the commercial Outlook 2000 patch, your client will not have all PTRs fixes.

· If you see the following error message:  

"Microsoft Office 2000 SR-1 Professional Error 1931: The Windows Installer service cannot update the system file x:\Program Files\Common Files\Microsoft Shared\VGX\Vgx.dll because the file is protected by Windows. You may need to update your operating system for this program to work correctly"

click OK.  This problem is not caused by this DMS FEN installation.  For more information refer to the Microsoft Knowledge Base (Q279177).

18. On some installations the commercial patch will install uninterrupted. This is determined by several factors, including Operating System and whether any commercial patches have previously been installed. On other installations, the Microsoft Office 2000 Maintenance Mode Window will appear and prompt for user input. Do the following:

· When the "Microsoft Office 2000 Maintenance Mode” window appears, click Repair Outlook (or Repair Office).

· Select "Repair errors in my outlook installation" (or "Repair errors in my office installation") and click Finish.

19. At the “Microsoft Outlook 2000 SR-1 setup completed successfully” dialog box, click OK.

20. At the Installer Information message box, click Yes to restart the workstation.  If not prompted to restart, manually restart the workstation.

21. Log on as a user with administrative privileges. 
22. Click Start(Run.

23. Click Browse and select the DMSClient share drive from the pull down (for a server based installation) or select the CD-ROM drive from the pull down (for a CD-ROM based installation).

24. Select the file setup.bat.

25. Click Open.

26. Type <space>FENS after setup.bat in the command line box, so that the line looks like this: setup.bat FENS.
27. Click OK.  

28. At the "Installation of DMS FEN 3.0-MSCLIENT-10" dialog box, click Next.
29. When the "Installation of DMS FEN 3.0-MSCLIENT-10" screen appears again, click Finish.

30. Press any key when the prompt Press any key to continue appears.

31. At the "Welcome” screen for MasterKeyPlus dialog box, click Next.
32. At the "Boldon James License Agreement" dialog box, click Yes.
33. If prompted that an existing MasterKeyPlus installation has been detected, click Yes to remove it.

· When the "Remove Shared File?" screen appears, click Yes to All.

· Click Yes to confirm removal of files. 

· Click OK when complete.

34. If the “Choose Destination Location” dialog box appears, accept the default.  Click Next.

35. At the “Additional Options” dialog box, click Next.

36. When the "Setup Complete" screen dialog box appears, click Finish.

37. Press any key to continue to begin the installation of the commercial Outlook 2000 fix.  The commercial Microsoft installer window will appear in a few moments.

· Note

· As described in the Warning section of Phase 2, this FEN installs a commercial patch which requests the original source from which Microsoft Outlook 2000 was first installed.  This may be a CD drive, or network share point.  If the Windows Installer program cannot find the original source location, a prompt will appear asking for it to be provided.  You will need to provide the source before the update will continue.  More information on how to do this is included in the Client Installation documentation.  WARNING:  If you do not accurately install the commercial Outlook 2000 patch, your client will not have all PTRs fixes.

· If you see the following error message:  

"Microsoft Office 2000 SR-1 Professional Error 1931: The Windows Installer service cannot update the system file x:\Program Files\Common Files\Microsoft Shared\VGX\Vgx.dll because the file is protected by Windows. You may need to update your operating system for this program to work correctly"

click OK.  This problem is not caused by this DMS FEN installation.  For more information refer to the Microsoft Knowledge Base (Q279177).

38. On some installations the commercial patch will install uninterrupted. This is determined by several factors, including Operating System and whether any commercial patches have previously been installed. On other installations, the Microsoft Office 2000 Maintenance Mode Window will appear and prompt for user input. Do the following:

· When the "Microsoft Office 2000 Maintenance Mode " window appears, click Repair Outlook (or Repair Office).

· Select "Repair errors in my outlook installation" (or "Repair errors in my office installation") and click Finish.

39. At the “Microsoft Outlook 2000 SR-1 setup completed successfully” dialog box, click OK.

40. If the Installer Information message box appears, click No and do not restart the workstation.  

Warning

If you accidentally click Yes to the above prompt, the following are the recovery procedures:

· Double-click Add/Remove Programs. 

· Click FEN 3.0-MSCLIENT-10 and click Add/Remove for Windows NT 4.0 or Change/Remove for Windows 2000.

· When the "Removal of DMS FEN 3.0-MSCLIENT-10" screen appears, click OK.

· The "Removal of DMS FEN 3.0-MSCLIENT-10" screen appears again.  Click Finish.

· On Win2K, click Close and On WinNT, click OK to close Add/Remove Programs.

· When complete, restart at step 21 of this section.
41. Watch the command window for the following message Please wait until the commercial Microsoft Outlook Patch, the “Repair Outlook” one, is complete and then press any key to continue…, press any key to close command window.

42. Manually restart the workstation. 

6.5 Install the latest DMS Microsoft Client FEN(s)

1. Log on as a user with administrative privileges if not already.

2. Open Windows Explorer.

3. Browse to the root of the install media and open the readme.txt file.

4. Read through the text file to check if there are any additional FENs that need to be manually installed.

5. If there are additional FENs to be installed, download the FENs off DADS and follow the FEN procedures.  Note:  There maybe additional FENS not necessarily labeled MS Client FENs such as IAVAMS FENs, Tools FENs, Anti-Virus FENs ensure to install all FENs applicable to your local site policies.

6.6 DISA Software Version Tool (DSVT)

Determine whether the local site provides support for the DISA Software Version Tool (DSVT).  If DSVT is not required then this section may be skipped.

The Phase 1 components of the MWS-R, which include DISA Software Version Tool and DISA Message Trace  agents are packaged with the DMS Release 3.0.2M.0 Components.  The decision to implement the SVT product is a site option.  If the site implements the DSVT tool, the Site Administrator provide the IP address information necessary to support the DSVT agent installation on each of the site components.  The Message Trace product is applicable to NOC and DTH sites only.  The Site Administrator must provide the IP address information necessary to support the combined DSVT/DMT agent installation on each of those site components.   

The SVT Server (DTOOLS) is available via FEN 3.0-DTOOLS-SVR-XXX and the Message Trace Manager is available via FEN 3.0-DMT-mgr-XXX (where XXX is the most current version of the FEN).   Refer to these FENs and their associated documentation for details regarding the installation and use of these products, and for details regarding the selection of DMS components on which to co-locate the Servers.  For those components selected to host the servers (ADUA for DMT and MS GWS or UA for DTOOLS), please note that the DSVT and/or DSVT/DMT agents CANNOT be installed, due to conflicting port communications.

For each of the DMS components, the installation program and/or the installation instructions will include prompts or instructions to determine if the DSVT and/or DSVT/DMT agents are to be installed.  Each Installation Guide refers the installer to the Site Administrators for this information.  If the agents are not to be installed, the agent installation steps are skipped.  If the agents are to be installed, then the installation program or instructions will prompt the installer for the appropriate IP address(es) for the SVT and/or DMT server, as applicable.  For messaging components (MTA, GWS, MFG, MLA, PUA, CPXI), the installation will also prompt the installer to determine if the component is at a NOC or DTH site to determine if the DSVT/DMT agent or if the DSVT only agent should be installed.
1. Log on as a user with administrative privileges if not already.

2. Click Start(Run.

3. Click Browse and select the DMSClient share drive from the pull down (for a server based installation) or select the CD-ROM drive from the pull down (for a CD-ROM based installation).

4. Select setup.bat.

5. Click Open.

6. Type <space>DSVT after setup.bat in the command line box, so that the line looks like this: setup.bat DSVT and click OK.
7. At the DSVT - Welcome dialog box, click Continue.

8. At the Welcome message box that says “Welcome to the DSVT Setup program..”, click Next.

9. At the Information dialog box, click Next.

10. If prompted, at the User Information dialog box, enter the user’s name and the name of the company (or organization) in the boxes provided and click Next.

11. At the Select Components dialog box:

1. If you want to install to the default location, click Next.

2. If you want to install to a different location:

· Click Browse.

· At the Choose Folder message box, select the installation folder.

· Click OK.

· If prompted “This folder does not exist…” click Yes.

· Click Next.

12. At the Find DMS Docs Directory dialog box, verify the directory (it should be <workstation_drvie>\dms\docs) and click Next.

13. At the Information dialog box that says the version.txt file was written, click OK.

14. At the Information dialog box that says the version log information was written, click OK.

15. At the Enter Information dialog box, enter the component name of the workstation and click Next.  See Figure 2‑1 Required Information for Microsoft Outlook DMS Client Installation and Configuration for this information.

16. If the component name you entered above is not 12 characters, an Enter Information message box will appear asking you to confirm your answer, verify the name and click Next. The program is expecting a 12 character name because other types of DMS components (BMTAs, DSAs, GWSs, etc…) have 12 character component names – DMS Clients usually do not.

17. At the Enter Information dialog box that asks for a component type, enter “UA” and click Next.

18. At the Information dialog box, read about entering IP addresses and then click OK.

19. At the Enter Information dialog, enter the IP address of the DSVT server, <DSVTHostX> and click Next.  See Figure 2‑1 Required Information for Microsoft Outlook DMS Client Installation and Configuration.
20. If required, enter additional DSVT IP addresses, <DSVTHostX> and click Next after each. When all addresses have been entered, leave the field blank and click Next.

21. At the “DSVT Setup Complete” dialog box, ensure Launch Agent Service is checked and click Finish.

22. When complete, restart the workstation.

7 Configuring the Microsoft Outlook Services (New Install, Upgrade, and Reinstall)

7.1 Creating and Configuring a DMS Profile

7.1.1 Configuring a DMS Profile (New Install, Upgrade, and Reinstall)

· Note

· There are two methods for creating a profile that can be used.  

· Use this Section to manually create a DMS profile.  It is recommended to manually create a profile for those users who have complicated or customized profiles.

· Use Section  7.1.2 to use Profgen to automatically create a profile.  Use of Profgen greatly reduces the number of steps needed to be completed for generating a profile.

1. Log on as a valid Outlook user.  If you logon as User1 and try to access User2’s mailbox without having the permission to do so, you may receive a Dr. Watson error. To avoid this situation, login as a user that has permission to access the mailbox.  

2. Accessing/Creating Profile Information: 

a. Right click the Outlook icon on the desktop.

b. Click Properties.

c. For upgrades or if a profile already exists, Click Show Profiles.

d. Click Add.

e. Select the Manually configure information services radio button.

f. Click Next.

3. Creating Profile:

a. Type in the desired Profile Name.  The Profile Name is usually the name of the user whose profile is being created.

b. Click Next.

4. Profile Configuration—Services tab:

a. Click Add, Highlight Microsoft Exchange Server in the service list and click OK.

· Type the name of the Exchange server hostname  to which this user will connect.  See Figure 2‑1 Required Information for Microsoft Outlook DMS Client Installation and Configuration.
· Verify that the mailbox is correct. If the mailbox name is incorrect, enter in the correct mail name. See Figure 2‑1 Required Information for Microsoft Outlook DMS Client Installation and Configuration.
· Click the Check Name button. The server and mailbox names should now appear underlined indicating that they have been validated with the data on the server. If they are not underlined, check the names for typing errors and try again.

· If you would like to add additional Mailboxes for this profile, click on the Advanced tab.  Click Add and enter the mailbox Name.  Click Ok.  Repeat for each additional mailbox desired.

· Click OK.

b. If a Personal Address Book is desired, click Add, highlight the Personal Address Book, and click OK.

· Under the Name: section, enter desired name for the Personal Address Book.

· Under the Path: section, browse to desired location of the Personal Address Book or leave as default.

· Select the Last Name radio button. Leave the name as Personal Address Book.
· Click OK.

c. If Contacts is desired, click Add, highlight Outlook Address Book, and click OK.

d. Click Add, Highlight Personal Folders, and click OK.

· Enter a name for the Personal Folders file (e.g., <username>.pst).

· Click Open.

· If desired, type a name in the Name field to replace Personal Folder’s (e.g., <username>’s Folders).

· Click OK.

e. Click Add, highlight X.500 Address Book Provider, and click OK.

· Verify the hostnames or IP addresses for the Primary and Secondary DSAs in the fields provided with the information from 2.1 Information Required for Installation.  This should be correct, if it is not, you can fix it.

· Click OK.
5. Profile Configuration—Delivery tab:

a. Make sure that Mailbox (not personal folders) is selected under Deliver new mail to the following location.

6. Click OK to exit the profile properties.

7. If prompted, click Finish at Microsoft Outlook setup wizard

8. If multiple profiles are used on the workstation, do the following:

· In the When starting Microsoft Outlook, use this profile: field, use the pull-down arrow at the right to select the profile you just created.

· Click Close.

7.1.2 Automatically Creating A Profile Using Profgen

· Note

· If Profgen is used to automatically create a profile, Profgen will name the profile the same name as the current NT logon.  For instance, if I am logged into the workstation as jdoe then the profile name will also be named jdoe.

· You do not need to complete this section if you completed Section 7.1.1 Configuring a DMS Profile (New Install, Upgrade, and Reinstall).

3. Log on as a valid Outlook user

4. Select Start(Run.
5. Type in the path to or browse to profgen.  Note:  Profgen is located in the <ws_drive>\dms directory.  The line should look similar to this: c:\dms\profgen.
6. Right click the Outlook icon on the desktop.

· Click Properties.

· Click Show Profiles.

7. Select the profile that was just automatically created by Profgen 

8. Click on Properties.

9. Follow the detailed Section in 7.1.1
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7.1.3 Creating Multiple DMS Profiles

6. From the desktop, right click and select Properties on the Outlook icon.

7. From the Services tab, click on Show Profiles.

8. Click on the Add… button

9. Follow the detailed directions Section 7.1 for creating a profile.

7.1.4 Using Multiple DMS Profiles

10. From the desktop, right click and select Properties on the Outlook icon.

11. From the Services tab, click on Show Profiles.

12. Under When starting Microsoft Outlook, use this profile, using the drop-down arrow in the far right select the profile you would like to see first when opening outlook when opening outlook.

13. Click Close
14. Open Outlook 

15. From the main toolbar of Outlook, go to Tools(Options(Mail Services tab

16. Under Startup Settings, select Prompt for a profile to be used.

17. After these procedure have been completed, the next time outlook is opened, you will be prompted with a Choose Profile dialog box.  From this dialog box, you can select the profile you would like to use when entering outlook.

· To change profile from with the Choose Profile dialog box, under Profile Name use the down arrow to select the appropriate profile.

7.2 MasterKeyPlus User Configuration 

Warning

Prior to completing this section, ensure you have installed the latest DMS Microsoft Client FENs.  FEN 3.0-MSCLIENT-10 which was installed with this installation contains an updated MasterKeyPlus application 3.0.2C.0 (Protek Boldon James version 4.1.7) and an updated mkeycfg.bat

Configuration of the MasterKeyPlus product is done by adding a service to the user's Outlook Profile.  Multiple incidences of the MasterKeyPlus service will be added to each profile, and configured with the user's DSA and baseline DMS configuration information.  Multiple incidences of MasterKeyPlus provides the user with several configurations that will search/browse the DMS directory at different starting points. 

7.2.1 MasterKeyPlus Configuration – Install standard Incidences

1. If this is a new install, three MasterKeyPlus incidences will be installed.  If this is an upgrade, the three existing incidences with standard names will be replaced with newly formatted versions of the DMS configurations.  Any previously entered DSA or browser starting levels will have to be re-added to these three standard items.

	Name
	Change 1
	Change 2

	x.500 MasterKeyPlus DoD
	Add DSA
	None required

	x.500 MasterKeyPlus Total
	Add DSA
	None required

	x.500 MasterKeyPlus Basic
	Add DSA
	Modify Search/Browse Level


2. Logon to the workstation as a valid Outlook User.  Close Outlook and all unnecessary programs.

3. Select Start(Run and Browse to select the DMS install drive on the user’s disk (normally C) <local_drive>:\dms\tools, highlight the mkeycfg.bat  file and select Open. 
4. On the Run screen, select OK to start the install.

5. After Enter the name of the profile:  enter the Outlook user profile name and select Enter.  For example, LCC Profile One.  To determine the Outlook user profiles on a machine, right click the Outlook icon on the desktop and select Properties.  Select the Show Profiles… button.  The user profiles will be shown on the Mail screen, in the General tab.

Note:  Get the spelling of the name correct, if not, an unnecessary Outlook Profile will be added.  

7.2.2 Modify the three standard DMS MasterKeyPlus Incidences

In the previous step, the three standard incidences were added or modified in the User’s Outlook Profile selected.  

1. Open your Outlook Properties window by right-clicking on the desktop Microsoft Outlook icon ( select Properties.   (If this method worked for you proceed to step 3, if it did not, try the next step). 

2. Another method to open the Outlook Properties window is to click the Start button ( Settings( Control Panel ( double-click the Mail icon. 

3. The default Outlook Properties window will now be open and the services assigned to the default user profile are shown.  The name of the default profile will be displayed in the dark blue header line at the top of the window.  If the default profile name was Smith DMS 1, Smith DMS 1 Properties would be displayed in the header line of the Outlook Properties window.  If the default profile is correct, proceed to Section 7.2.3. 

4. Since Outlook permits multiple user profiles, make sure the default profile is the one that you wish to edit.  To see all the profiles,  select the Show Profiles… button, and the resulting Mail window will show the available profiles.   The default profile is shown in the When starting Microsoft Outlook, use this profile: drop down box.  While in this step, you must select the appropriate profile and then select the Properties button.  

5. For the rest of this procedure, the reference "Outlook Properties window" will refer to the Outlook Properties window that has been opened to the specific user profile being edited.

7.2.3 Modify the third incidence of MasterKeyPlus (Most Commonly used search/browse)

1. The third incidence will now be modified.  While still viewing the Outlook Properties window, with your profile selected, highlight the x.500 MasterKeyPlus DMS Basic incidence and then select Properties.

2. From the MasterKeyPlus properties box, select the Connection tab.  In the connection details area, in Server Name:  Replace the text with the Server Name or IP address of your DMS directory server.  

3. Click the Test Connection button to verify a connection to the server you entered can be made.  

4. The Testing Server Connection Parameters screen will display connection information including a statement like "LDAP bind O.K" near the end.  Select Close.  If you have an alternate DSA it could be added at this time. To do this click, Configure and enter alternate DSA name.  Click Test Connection.  Click Close.  Click Ok.

5. At this point, you should be at the MasterKeyPlus properties box with the connection tab selected and your  DSA entered and successfully tested for connectivity.

7.2.4 Modify the second incidence of MasterKeyPlus (Total search/browse)

1. While still viewing the Outlook Properties window, with your profile selected, highlight the x.500 MasterKeyPlus DMS Total incidence and then select Properties.

2.  From the MasterKeyPlus properties box, select the Connection tab.  In the connection details area, in Server Name:  Replace the text with the Server Name or IP address of your DMS directory server.  See Figure 2‑1 Required Information for Microsoft Outlook DMS Client Installation and Configuration.
3. Click the Test Connection button to verify a connection to the server you entered can be made.  

4. The Testing Server Connection Parameters screen will display connection information including a statement like "LDAP bind O.K" near the end.  Select Close.  If you have an alternate DSA it could be added at this time. To do this click, Configure and enter alternate DSA name.  Click Test Connection.  Click Close.  Click Ok.

5. Click OK to exit the MasterKeyPlus properties box.

6. At this point, you will be returned to the Outlook Properties window ready for modification of the last incidence.

7.2.5 Modify the first incidence of MasterKeyPlus (High level search /browse) 

1. While in the viewing the Outlook Properties window, Highlight the X.500 MasterKeyPlus DMS DoD incidence and then select Properties. 

2.  From the MasterKeyPlus properties box, select the Connection tab.  In the connection details area, in Server Name:  Replace the text with the Server Name or IP address of your DMS directory server.  DMS directory server names may be obtained from your system administrator.  (You may want to copy this address to the clipboard, since you will be needing the value two more times.)  See Figure 2‑1 Required Information for Microsoft Outlook DMS Client Installation and Configuration.
3. Click the Test Connection button to verify a connection to the server you entered can be made.   

4. The Testing Server Connection Parameters screen will display connection information including a statement like "LDAP bind O.K" near the end.  Select Close.  If you have an alternate DSA it could be added at this time. To do this click, Configure and enter alternate DSA name.  Click Test Connection.  Click Close.  Click Ok.

5. Click OK to exit the MasterKeyPlus properties box.  

6. At this point, you will be returned to the Outlook Properties window ready for modification of the next incidence of MasterKeyPlus.  

7. While in the X500 MasterKeyPlus DMS Basic incidence, select the Searching tab and then the Browse… button (in the Simple Finder and Person Finder section).

8. In the Browsing LDAP directory: your DSA Name window, the starting directory level should be show at "+ ou=DoD".  Click the "+" sign to expand the directory information to the next lower level.  The level below the DoD, contains the major service branches such as Air Force, Army, DISA, and Navy.  Continue walking down the displayed browser data until you reach your desired endpoint.  Highlight the level at which you would like your most frequent searches to start and select OK. 

Note: this level will be configured at a level determined by the user.  For most efficient searching, a user would typically start their searches at a level or branch of the DMS directory that contains the information they search/use most frequently.  For example, an Air Force user might set their basic search to find only Air Force personnel.  On the rare occasion this user would need to locate an Army person, they would use a different incidence of MasterKeyPlus which would search/browse at higher levels in the directory structure.

9. Select the Browser Setup tab and then the Browse… button. 

10. In the Browsing LDAP directory: your DSA Name window, the starting directory level should be show as "+ ou=DoD".  Click the "+" sign to expand the directory information to the next lower level.  The level below the DoD, contains the major service branches such as Air Force, Army, DISA, and Navy.  Continue walking down the displayed browser data until you reach your desired endpoint.  Highlight the level at which you would like your most frequent searches to start and select OK. 

11. At the MasterKeyPlus properties box, select OK. (Returns to the Outlook Properties window).

12. In the Outlook Properties  window, verify that three different MasterKeyPlus incidences (Basic, DOD, and Total) are installed as services.

7.2.6 Clearing MasterKeyPlus Address Lists from the Addressing tab

This step will delete any MasterKeyPlus entries added to the addressing tab by this or previous installations.

1. From the Outlook Properties window, select the Addressing tab.  (This takes a few seconds to open).

2. In the When sending mail, check names using these address lists in the following order: section of the properties box, highlight one of the MasterKeyPlus entries and select the Remove button to delete the MasterKeyPlus entry.   Look for items with MasterKeyPlus in the description.  There may be three or more entries, one for each MasterKeyPlus incidence added in previous steps (e.g., X500 MasterKeyPlus DMS).  Remove each MasterKeyPlus entry you find.  Do not remove the "x.500 Directory".

3. Select the OK button when all MasterKeyPlus entries have been removed. 

4. Select Close to exit the remaining window.

5. MasterKeyPlus will now be available for use when the Outlook Client is started.

7.3 Updating the Outlook Services for an Existing Profile (Upgrade Only)

Warning

· If this installation is an Upgrade installation, any existing profiles that were previously created will need to have the X.500 Address Book Provider deleted and re-added.  If the X.500 Address Book Provider is not deleted and re-added FORTEZZA card services will not function properly.

· If there is no existing profile or a new profile is desired, follow the directions in Section 16.
18. Logon as a valid Outlook user.

19. Right click the Outlook icon on the desktop.

20. Click Properties.

21. Click Show Profiles.

22. Select the profile of the Outlook user 

23. Click on properties.

24. Select the X.500 Address Book Provider and click on Remove.  Click Yes at “Are you sure you want to remove this information service from the profile.”  

25. Once it is removed from the profile, click on Add and double click the X.500 Address Book Provider.  

26. Verify the primary and secondary DSA entries are correct, see Figure 2‑1 Required Information for Microsoft Outlook DMS Client Installation and Configuration.
27. Click OK. 

28. Click OK if prompted with the following message The service you have just added will not start until you choose Exit and Log Off on the file menu, and then restart Microsoft Outlook.

29. Click on the Addressing tab:

30. Pull down the Show this address list first list and select the address book you want to come up as your default address book.

31. If the X500 Directory is not already listed:

· Click Add.

· Select X500 Directory 

· Click Add and then click Close.

32. Verify that the order of addressing is Personal Address Book or Contacts, Global Address List, X500 Directory (top to bottom). Fix if necessary by using the arrow keys on the right.

33. Click OK and then click Close.

34. Repeat for other user profiles on this workstation if necessary.

7.4 Install PAB Synchronization Tool (New Install, Upgrade, and Reinstall)

· Note

· This procedure will have to be completed for each user who will be using DMS Microsoft Outlook Client.  

· In some cases, PAB Sync registration will not be successful for example if LM security is applied to the workstation.   See the PAB Sync User Guide in <local_drive>:\dms\docs\paybsync\pabsync.doc for instruction on registering the PAB Sync tool in this situation.

35. If not already logged in from the previous section, login as a valid Outlook user

36. Click Start(Run and click the Browse button.

37. Browse to <local_drive>:\dms\registerfile.bat.

38. Click Open and click OK.

39. Click OK at Dll RegisterServer in c:\dms\pabsync.dll succeeded.
40. If the PAB Sync registration is not successful.  See the PAB Sync User Guide in <local_drive>:\dms\docs\paybsync\pabsync.doc for instruction on registering the PAB Sync tool in this situation.

7.5 Install DMS Icons (New Install, Upgrade, and Reinstall)

· Note

· If this procedure is not completed, the client may not display DMS icons for messages in the viewer.

· Also, this procedure may need to be rerun in the event the frmcache.dat file becomes corrupt.  This file can become corrupt for many reasons such as abnormal termination of Outlook.

1. Logon as a valid outlook user, if not already.

2. Click Start(Run.

3. Click Browse and browse to the <ws_drive>: \DMS\forms directory.

4. Select the file forms.bat.

5. Click Open.

6. Click OK. 

7. You can safely ignore any error/failure messages displayed when the DMS Icons are installing.

7.6 Finish Configuring Profile Information

1. Double click the Microsoft Outlook icon on the desktop.

2. You may see Finishing Outlook Installation window.  

3. If prompted with User Name window, click Ok.

4. Click Agree at the DMS Authorization Window.

5. Click Yes, if prompted The location messages are delivered to has changed for this user profile.

6. Click No, if prompted Would you like to import you Personal Address Book now?.

7. Click Yes, if prompted Would you like to register Outlook as the default manager?.

8. If prompted, click Start using Microsoft Outlook at pop-up windows.

9. Pull down the View menu and make sure Folder List is selected.

10. Select Inbox folder in the folder list.

11. Select Tools(Services and click on the Addressing tab:

a. If you are a PAB user, the default search order should be the following:

· In the Show address list first: section:, select the address book you would like to be shown first when addressing that best suits your messaging needs (i.e. Global Address List, Personal Address Book, or Contacts).

· In the Keep personal address in:  section, select

· Personal Address Book

· In the When sending Mail, check names using these address lists in the following order: Section ensure the default search order is correct according to your configuration. Note:  if one of the items is missing from the window by default Click Add, select the missing service, click Add and then click Close.
· Personal Address Book

· Global Address List

· X.500 Directory

b. If you are a Contact user, your default search order should be the following:

· In the Show address list first: section:, select the address book you would like to be shown first when addressing that best suits your messaging needs (i.e. Global Address List, Personal Address Book, or Contacts).

· In the Keep personal address in:  section, select:

· Contacts

· In the When sending Mail, check names using these address lists in the following order: Section ensure the default search order is correct according to your configuration. Note:  if one of the items is missing from the window by default Click Add, select the missing service, click Add and then click Close.
· Contacts

· Global Address List

· X.500 Directory

c. If you are a PAB and a Contact user and you use the PAB most often, your default search order should be the following:

· In the Show address list first: section:, select the address book you would like to be shown first when addressing that best suits your messaging needs (i.e. Global Address List, Personal Address Book, or Contacts).

· In the Keep personal address in:  section, select:

· Personal Address Book

· In the When sending Mail, check names using these address lists in the following order: Section ensure the default search order is correct according to your configuration. Note:  if one of the items is missing from the window by default Click Add, select the missing service, click Add and then click Close.
· Personal Address Book

· Contacts

· Global Address List

· X.500 Directory

d. If you are a PAB and a Contact user and you use Contacts most often, your default search order should be the following:

· In the Show address list first: section:, select the address book you would like to be shown first when addressing that best suits your messaging needs (i.e. Global Address List, Personal Address Book, or Contacts).

· In the Keep personal address in:  section, select:

· Contacts

· In the When sending Mail, check names using these address lists in the following order: Section ensure the default search order is correct according to your configuration.  Note:  if one of the items is missing from the window by default Click Add, select the missing service, click Add and then click Close.
· Contacts

· Personal Address Book

· Global Address List

· X.500 Directory

e. On the Addressing tab, click OK.

f. If you are using Contacts to store your personal addresses in, you will need to recycle Outlook after adding Contacts folder.

7.7 Reset and Change Toolbar Settings (New Install, Upgrade, and Reinstall)

Warning

· This procedure will not be completed until the DMS Forms have been published in your site.  Procedures for posting the DMS Forms are located in the administration, configuration, and installation document for release 3.0, which can be found in FEN 3.0-MSDMSFORMS-XX.  

· Also, if the Outlook Security Form has not published in your site, you will receive the following message, A program is trying to access e-mail address you have stored in Outlook.  Do you want to allow this?  If this is unexpected, it may be a virus and you should choose “No”.  <check box> Allow access for X minutes.  Yes.  No.  Help.  Procedures for posting the Outlook Security Form are located in the administration, configuration, and installation document for release 3.0, which can be found in FEN 3.0-MSDMSFORMS-XX.

· If this procedure is not completed, when a new message is composed the send button may not be present on the toolbar.  

26. Log on as a domain user, if not already.

27. Open Outlook.

28. Click Agree to DMS splash screen.

29. Open a new mail message.  From the inbox viewer toolbar select File(New(Mail Message. 

30. Go to View(Toolbars(Customize and click on Toolbars tab and select the Reset button.
31. If prompted, click OK at Are you sure you want to reset the changes made to the standard toolbar? prompt.
32. Next click on the Options Tab and ensure Standard and Formating toolbars share one row is NOT selected.
33. If prompted, click OK at Are you sure you want to reset the changes made to the standard toolbar? prompt.
34. Click Close.
35. Click File(Close to exit the mail message.
7.8 Disabling AutoSave Functionality (New Install, Upgrade, and Reinstall)

Warning

AutoSave must be disabled for DMS messaging to function properly.  If AutoSave is not disabled, unexpected results will occur for secure messaging.

1. From the main toolbar in Outlook, pull down Tools(Options.

2. Click the Preferences tab.

3. Select the E-mail Options button, then select the Advanced E-mail options button and uncheck AutoSave unsent every 3 minutes checkbox. (Commercial AutoSave feature can conflict with DMS functionality.)

4. Click OK three times to exit Options windows.

7.9 Configuring High Precedence Alert (New Install, Upgrade, and Reinstall)

· Note

· When filtering is used with the Inbox Assistant, DO NOT add additional rules to the High Precedence Alert Filter.  These other optional filters may cause a conflict with the High Precedence Alert Requirement.

· Any rules created will be applied to the primary message store (default mailbox).

· For upgrades, this section only has to be completed if the High Precedence Alert has not been previously configured.

36. If not already open, open Outlook.

37. From the main toolbar in Outlook, pull down the Tools menu and select Rules Wizard.

38. If prompted: Rules created in this profile conflict with rules on Microsoft Exchange Server…, click Client.

39. Click New.

40. Click Next, with Check messages when they arrive rule highlighted.

41. Scroll down and click the box marked as importance in the top window.

42. Click importance in the bottom window.

43. Select High from pull down menu and click OK.

44. Click Next.

45. Scroll down and click on the box notify me using a specific message in the top window.

46. Click on a specific message in the bottom window.

47. Type the following in the specify a notification message box: You have received an Urgent Grade of Delivery message.

48. Click OK.

49. Click Next twice.

50. Enter the name for this rule: Flash alert.

51. Click Finish.

52. If prompted, click OK to the following message This rule is a client-only rule, and will process only when Outlook is running.

53. At the Microsoft Outlook Office Assistant (the little paper clip or dog or Einstein, whatever it’s set to), click the OK button to acknowledge that this is a client only rule.

54. Click OK button to exit the Rules Wizard.

7.10 Customizing DMS Directory Search Path (New Install, Upgrade, and Reinstall)

· Note

Rather than expanding (browsing) large sub-trees in the directory, which can be very slow for a large sub-tree (e.g., AUTODIN PLA sub-tree), use the Search feature.

Verify that the Search Paths list does not contain “c=US”, “o=U.S. Government, c=US”, or “ou=DoD, o=U.S. Government, c=US”. These search paths are much too broad and if used will cause the client to search almost the entire directory. This will take hours and cause the client to look like it has locked up. Also, it will flood the DSAs with work and slow the entire directory system. You must specify focused search paths that point directly to your site or to other specific sites in the directory (even specifying down to your service or agency – e.g., Navy – is too broad). One safe path for all sites is “OU=DMS Components, OU=DoD, O=U.S. Government, C=US”.  This will probably not find the entry for which you are searching, but it will return quickly and not cause your client to appear locked. Use this until you decide on an appropriate search path for your site (one that will return good results quickly). (See Figure 2‑1 Required Information for Microsoft Outlook DMS Client Installation and Configuration)
7.10.1 Setting the Search Paths for the IDUA

When searching the directory, the IDUA uses preset search paths to determine where to look. To edit these search paths do the following:

1. From the main Outlook menu, pull down Tools(Services.

2. Double click the X.500 Address Book Provider.

3. Click the Searching tab.

7.10.2 Adding an entry to the Search Paths List

The following procedures explain how to Add, Remove, and Edit entries in the Search Paths list.

1. Click the Add button next to the Search Paths list.

2. Type the desired search path in the Add Search Path dialog box.

3. Click OK.

7.10.3 Removing an entry from the Search Paths List

1. Click the desired entry in the Search Paths list to highlight it.

2. Click the Delete button next to the Search Paths list. Note: If there is only one entry in the list, you cannot delete it. You can edit it or add another and then delete the first one.

3. Click Yes at the prompt: Do you want to delete the selected search base?
7.10.4 Editing an entry in the Search Paths List

1. Click the desired entry in the Search Paths list to highlight it.

2. Click the Edit button next to the Search Paths list.

3. Make the desired changes to the search path in the Edit Search Base Property dialog box.

4. Click OK.

5. Close Outlook.

7.11 Copying Documentation and Making Inventory Files (New Install, Upgrade, and Reinstall)

· Note

· This procedure only works for DMS Outlook standard directories. This means the Outlook files must be in  the <ws_drive>:\program files\microsoft office\office directory and the DMS files must be in the <ws_drive>:\DMS directory.

· Some of the documents above are in Microsoft Word format. A viewer for these documents is provided on the installation CD in the following location:  <cd-rom. drive>: UTILITIES\ WIN32\ WORDVIEWER\ WD97VWR32”.  This viewer is provided by Microsoft and can be distributed free of charge. It can also be downloaded for free from the Microsoft web site. 

55. Log as a user with administrative privileges, if not already.

56. Click Start(Run.

57. Click the Browse button.

58. NOTE:  Run this procedure from the installation directory: Browse <CD-ROM or network_share>: \docs\mkivf and click Open.
59. Append <ws_drive: > to the end of the path.  For example, d:\docs\mkivf.bat c:  

60. Click OK.

61. When the Lockheed Martin Corporation Inventory File Tools welcome screen appears, click Next.

62. Ensure that the installation directory is <Drive where the OS is loaded:>\Dms\Ivf 

63. Click Next.

64. Click OK at “Inventory File Tool successfully installed”.

65. Press any key to continue.

66. Note:  The “Warning: View c:\unread.txt for the files unprocessed” messages will appear. This warning can be safely ignored. Please be patient, this process may take a few minutes.

67. When you see Creation of inventory files completed press any key to continue.

68. Look in the  < Drive where the OS is loaded:>\DMS\docs and \DMS\ivf directories and verify the following files exist:

In \DMS\docs:  DMS_Client_Guide.rtf, Install.doc, CRG.doc, Release.doc
In \DMS\ivf: R2p2dms.ivf, R2p2cl.ivf, R2p2OS.ivf

69. If FORTEZZA is to be installed, execute the instructions in Section 8.2.  

70. YOU WILL NOT BE ABLE TO SEND OR RECEIVE ANY DMS MILITARY MESSAGE UNTIL DMS FORMS HAVE BEEN POSTED IN THE SITE.  PROCEDURES FOR POSTING THE DMS FORMS ARE LOCATED IN THE INSTALLATION AND CONFIGURATION FOR DMS PRODUCT NUMBER GWS004 AND GWS016.
7.12 Reapply Operating System Service Packs

The last step of the install must be to reapply the Operation System Service Pack SP6A and hotfixes for Window NT.  Note: it is not necessary to reinstall SP2 for Windows 2000.

No OS patches or hotfixes beyond the ones in the FENs (which you should have from the first Action above) should be applied to the DMS clients.

7.13 Install FORTEZZA

Install FORTEZZA prior to installing security.  See Section 8.2 Installation of FORTEZZA Drivers and Firmware Updates (New Installs, Upgrade, and Reinstalls) for more detailed information.

7.14 Install Security

Warning

Please read the information contained in the Security FEN to determine applicability to your specific desktop client.  The Security FENs are not mandatory. 

· Get the latest version of Security FEN from the DADS website and install it after installing the DMS product.

· Security FENS can be installed on Windows NT and Windows 2000 clients to provide greater desktop security. 

· The last two digits of these FENs increment as the FENs are modified and re-issued. Please ensure that you obtain the latest version.

7.15 Perform Backup

Create a backup of your system or follow your site’s normal backup process/schedule.

8 Additional Configurations

8.1 Installing DMS Forms (New Install, Upgrade, and Reinstall)

Warning

· This procedure must be completed.  It is not optional.  If it is not completed, military messaging will not be enabled.  

· The publishing of the DMS Forms will have to be completed once per site.

10. Follow the instructions for installing the DMS Forms in the Administrator’s Guide for DMS Product Number GWS004 and GWS016.  Note: there are installation instructions that need to be completed prior to publishing the DMS Forms—please review the document in its entirety.

11. This must be completed on one workstation in the site.

12. DMS Military messages will not be able to be sent within the site or outside of the site until the DMS Forms installation in the DMS Server Installation Guide has been completed.

8.2 Installation of FORTEZZA Drivers and Firmware Updates (New Installs, Upgrade, and Reinstalls)

8.2.1 FORTEZZA Driver FENS

8.2.1.1 Fortezza Driver FENS General Information

· Ensure you have obtained and are using the latest FORTEZZA FEN and follow the directions outlined in the FORTEZZA FEN.  The FORTEZZA FEN is included on the client CD, in the following location:  <cd_rom>: \DOCs\3.0-Drivers-02X for Windows NT and 3.0-Drivers-03X for Windows 2000 (where X is the latest version of the FEN).  Be sure to verify that the FEN is in fact the most current FORTEZZA FEN.

· For new installs obtain the latest FORTEZZA Driver FEN and follow the FEN instructions. 

· For upgrades, if your FORTEZZA card does not work, obtain the latest FORTEZZA Driver FEN  and follow the FEN instructions.  If your FORTEZZA card is working you are not required to apply the FEN.   However, if you have a Win2000 Client with a Purple or Gold Spyrus FORTEZZA card, you are required to update your firmware see the next section.

· There are two different FORTEZZA FENs: one for Windows 2000 and one for Windows NT. Obtain the correct FEN for your operating system.

8.2.2 Firmware Updates for Spyrus FORTEZZA Purple and Gold cards 

· If your FORTEZZA card is working and you have a WinNT Client with a Purple or Gold Spyrus FORTEZZA card you are not required to update your firmware. If your FORTEZZA card is not working, it may be a firmware issue. Refer to section 8.2.1 and install the latest FORTEZZA FEN. 

· If you have a Win2000 Client with a Purple or Gold Spyrus FORTEZZA card, you are required to update your firmware. Refer to the latest version of the FORTEZZA firmware upgrade FEN 2.X-FORTEZZA-01x (where x is the latest revision) for specific upgrade instructions.

8.3 Proxy PUA Template (New Install, Upgrade, and Reinstall)

If you wish to use the Proxy PUA, follow the instructions for installing the Proxy PUA Template in the Administrator’s Guide.  The reason for this is that the publishing of the Proxy PUA Template must be completed by Exchange Administrator who has the necessary rights to publish the form to the Organizational Forms Library.  Detailed instructions are in the Administrator’s Guide for DMS Product Number GWS004 and GWS016.

8.4 Security Protocol Attribute (SPA) Settings (Optional for New Install, Upgrade, and Reinstall)

Warning

If you are applying the SPA setting to a shared or multi-message store configuration, the SPA settings are only applicable to the Primary Mailbox.

This section is informational only.  The actual SPA configurations are done for each mailbox at the Exchange server.  This section discusses how to make the most of the Microsoft Client’s configuration using the Security Protocol Attribute (SPA) Settings. The SPA is a property of each user’s mailbox that is used to configure various behaviors of the DMS client. 

Detailed instructions on how to configure the SPA can be found in the Administrator’s Guide for DMS Product Number GWS004 and GWS016 document.


There are several usability and functionality features available in the Microsoft clients that are enabled and controlled using the SPA settings for a user’s mailbox.  This section describes these DMS features and how to configure them. Although all of this information can be found in other DMS documentation, this section serves to highlight the operational benefits and provides the Administrator with information on an easy method to increase the usability and functionality of the DMS clients they are supporting.  

There are six settings available via the SPA.  The SPA is an editable hexadecimal value that can be set on a per mailbox basis.  There are a total of 6 Bytes, each consisting of 2 digits (hex values).  Each Byte matches to a capability described below (please note that Byte 2 is reserved for future enhancements and should be set to “00”).   

8.4.1 SPA Capabilities

· Note

Regardless of the Message Security Configuration, message conversion to p22 (commercial message) will always be allowed.

1. Default signature and encryption setting (Byte 1) – This setting controls the default security (signature and encryption) for new messages. Using the SPA settings for Byte 1 the following settings are possible: 


· Signing and encrypting  controlled by the user.  Control is on a per message basis via the tool-bar buttons and property sheets.   This is the default setting.

· Signing is mandatory and encryption is optional.   All messages will be signed.  The user controls whether the message is encrypted on a per message basis via the tool-bar encryption buttons and property sheets.

· Signing and encryption are both mandatory.  All messages will be signed and encrypted.  The user does NOT have the ability to override these settings using tool-bar buttons or property sheets.

· Signing is optional. Encryption is prohibited.  The user controls whether the message will be signed.  The ability to encrypt messages is prohibited.

· Signing and encryption are both prohibited.  The user may not sign or encrypt messages.  

RECOMMENDED SETTING: Signing and encrypting controlled by the user is the recommended setting. Configure Byte 1 with a value of “00”.  This setting will provide users per message control of security services in an easy to use manner.  

2. Default Message Type (Byte 2).  There are two supported settings:  The default (00), which has been used in the Release 2.X system, sets the default message type for a new compose to Individual.  Release 3.0 introduces a new setting (40), that if enabled sets the default message type to Other-Organizational.  Please note, that a DMS client cannot send an Other-Organizational message type unless the message is signed/encrypted.  Thus changing from the default must be done in conjunction with analysis of messaging habits.  Also note, that in the event the message will be sent P772 (unsigned/unencrypted) or signed-only that the user can change the message type manually during the compose cycle.  The new setting (40) is ONLY available in conjunction with the Release 3.0 client.

RECOMMENDED SETTING for Release 3.0 Only Users that Predominantly send Signed/Encrypted Organizational Traffic: Configure Byte 2 with a value of “40” to establish “Other-Organizational” as the default message type.

3. FORTEZZA Session Time-out Configuration (Byte 3).  If enabled, controls the time-out period where the user will be required to re-enter their PIN when no FORTEZZA activity has been detected.  Unlike a normal screen saver time-out, only requests for FORTEZZA services (signing, encrypting or decrypting) are monitored. Because typical desktop activities such as drafting messages or reviewing calendar information do not reset the timer, it is important not to set the time-out period too short.  Field feedback indicates that timeout values of an hour or longer, or no timeout at all are preferred. Implementation of this capability should be made in conjunction with local security practices. The possible settings are as follows:

· Once per session.  The user must log in to their FORTEZZA card only the first time they use FORTEZZA after opening Outlook. The FORTEZZA session stays active until the user closes Outlook.  This setting has received high usability marks from users and is recommended.

· A specified FORTEZZA Time-out period.  The user must re-enter their PIN after the time-out period has been exceeded.  The time-out value can be set between 5 and 128 minutes, in 1-minute increments.  Only FORTEZZA activity resets this time-out.  Keyboard or mouse activity does not reset this timer.  If a time-out period is used, the recommended setting is 60 minutes or longer.  The time-out period is entered in Hexadecimal.  A 60 minute setting would be entered as “3C”.

· PIN is always required. This is equivalent to a timeout of 0. The user must login whenever FORTEZZA services are required. This setting creates an onerous burden on the user and is not recommended.

RECOMMENDED SETTING: Once per session is the recommended setting.  Configure Byte 3 with a value of “02”.  The FORTEZZA login will remain active until the DMS Outlook client application is closed.

4. Default Message Type Configuration (Byte 4 first digit).  This setting controls whether new messages will be commercial or military.  Regardless of the setting, the message Convert button can be used to switched between  the two message types on a per message basis. 

RECOMMENDED SETTING: 

· [1X] Commercial default.  Recommended when the user will primarily create commercial messages.

· [0X] Military default.  Recommended when the user will primarily create military messages.

Configure Byte 4 (first digit) with a value of “0” or “1”.  Byte 4 (second digit) X is defined under Guard Configuration (see item 5 below).

5. Guard Configuration (Byte 4 second digit).  Messages traveling between security domains travel through a High Assurance Guard (Guard).  When sending from a high to a lower security domain, the Guard requires messages to include a security token for the Guard.  The security token allows the Guard to open the message and enforce security checking for high to low messaging.   The Guard Token may be provided by including the Guard as a recipient in the message; automatically via SPA settings; or, as a Server side configuration. 

Server side configuration is the recommended configuration for most sites.  Server side configuration procedures can be found in the Guard configuration section of the Administrator’s Guide for DMS Product Number GWS004.  With Server side configuration implemented and the mailbox SPA setting at the default, the client will automatically detect when a message requires a Guard token.  Users will no longer have to “CC” the Guard manually.    

By using the Server side configurations ALL mailboxes are managed and maintained consistently for all users on the Server. The SPA settings still allow the administrator to configure clients separately on an exception basis.

· Get Guard Setting from Server. The mailbox will take its configuration from the server. This is the default (a “0” in Byte 4 second digit) and the most common setting.  Use this setting when using Server side configuration.
· Guard Off - No special action will be taken when sending through the Guard.

· Guard On with Sequence Signing – All messages sent will be sequence signed by default.

· Guard On with Token Generation - Messages sent through the Guard will automatically have a token for the Guard attached so the Guard can decrypt and inspect the message before forwarding it on.

· Guard On with Sequence Signing and Token Generation. All messages sent through the Guard will automatically have a token for the Guard attached and will be sequence signed.


RECOMMENDED SETTING: Get Guard Setting from Server is the recommended setting. Configure Byte 4 (second digit) with a value of “0”. A setting of “0” should also be used for sites not configured to use a Guard.

6. Certificate Expiration Warning (Byte 5).  Controls the period of time; in days, before the user receives a warning that their private certificate will expire. The warning period can be set between 0 (no warning) and  255 days.  Implementation of this capability should be made in accordance with local security practices.  Operationally, at least 45-90 days is recommended to allow the user time to initiate the process of requesting a new or updated certificate.  The default for this setting is no warning.

RECOMMENDED SETTING: 45 or 90 days is the recommended setting. Configure Byte 5 as follows:

· 45 days  - “2D” or

· 90  days - “5A”.
7. FORTEZZA required for Precedence and Message Type Configuration (FORTEZZA-Less Operation) (Byte 6). Determines whether the user must be logged into a FORTEZZA card as an Organizational user in order to change the default values for Message Precedence (Routine) and Message Type (Individual). This setting is used to allow a user without an organizational FORTEZZA role to draft a message which can later be sent by a user with the appropriate Organization FORTEZZA role. When enabled users can set Message Precedence and Message Type but cannot send the message without being logged into a FORTEZZA role containing the appropriate Organizational privileges. 

RECOMMENDED SETTING: For maximum flexibility, the recommended setting is to allow Message Precedence and Message Type to be modified without requiring the user to be logged into a FORTEZZA card with an Organizational role. Configure Byte 6 with a value of “80” to enable this function.

8.4.2 SPA  Sample Settings

Refer to Figure 8‑1 SPA Sample Settings for sample SPA settings. These examples are recommended based on feedback from operational use of the DMS Microsoft Outlook Client.  Implementation of these capability should be made in conjunction with local security practices.  
Figure 8‑1 SPA Sample Settings
	SPA Setting Sample:
	SPA Setting Description:

	004002102D80


	· Signing and Encryption is controlled by the user on a per message basis.

· For R3.0 users, default compose message type is Other-Organizational

· Default message form when composing is Commercial

· FORTEZZA logon is required only once per Outlook session.

· The mailbox gets its Guard settings from the server.

· 45 day warning period for FORTEZZA expiration.

· FORTEZZA-less operation is enabled.

	004002002D80 


	Same As Above EXCEPT

· Default message form when composing is Military (vice Commercial)

	000002105A80 


	· Signing and Encryption is controlled by the user on a per message basis.

· Default compose message type is Individual

· Default message form when composing is commercial

· FORTEZZA logon is required only once per Outlook session

· The mailbox gets its Guard settings from the server.

· 90 day warning period for FORTEZZA expiration.

· FORTEZZA-less operation is enabled.

	000002005A80 


	Same as Above EXCEPT

· Default message form when composing is Military (vice Commercial)


8.5 Medium Grade Messaging

8.5.1 Overview

The DMS system provides High Grade Service (HGS) via FORTEZZA secure message processing. Message security is a major benefit of the HGS provided by DMS, however in some cases it is more than what is necessary. There is a class of messages that do not require HGS. For these messages, DMS provides Medium Grade Service (MGS).

MGS is based on the commercial Microsoft security features. Rather than using a hardware token, such as a FORTEZZA card, MGS uses a soft token in the form of a disk file created by the DoD PKI Certificate Authority. This soft token is stored on the hard drive of the user’s workstation. This token provides the user the ability to send and receive signed and encrypted messages.

8.5.2 Configuring MGS Services

DISA has created instructions that cover all the procedures necessary to configure and implement MGS including:

1. Installing PKI Class 3 Certificates

2. Sending Encrypted and Digitally Signed Medium Grade E-mail

3. Viewing DoD PKI Certificate Details

This documentation (along with other helpful information about MGS) can be found on the World Wide Web at http://falcon3.ncr.disa.mil.

· Note

It is recommended MGS users have a dedicated mailbox for MGS messages and a profile specifically configured for this mailbox i.e. a single Outlook profile and a single inbox.

8.5.3 Adding MGS Sign and Encrypt Icons to Compose Mode Toolbar

By default MGS sign and encrypt icons are not available on the toolbar.  To add these icons so they are always available during compose mode of a message do the following:

1. Login as a valid Outlook user and open Outlook.

2. In the Viewer window, click the New Mail Message button from the toolbar (or pull down File(New(Mail Message from the menu bar).

3. Make sure that this is a new commercial message. If your client default composition type is commercial, then your message will already be commercial and you can continue.  If your client default composition type is military, use the Convert button to convert to commercial and then continue.  Your administrator can configure this for you if it is not already configured.

4. Pull down the Tools menu.

5. Click Customize.

6. Click the Commands tab.

7. In the Categories box, click Standard.

8. Scroll down the Commands box until you see the MGS sign [image: image1.png]


 and encrypt [image: image2.png]


 icons.

9. One at a time, click and drag these icons up and drop them on the toolbar.

10. Click Close.

11. Close the new message.

· Note

If the Sign and Encrypt icons are not available to be added to the toolbar, MGS has not been enabled.  Please contact your Administrator if you desire this functionality.

8.5.4 Publishing MGS Certificates to the Global Address List (GAL)

According to Microsoft, if you install the full Outlook 2000 SR-1 product, the new security features (such as Publish to GAL... button) are enabled by default. However, if you apply the Outlook 2000 SR-1 update to an existing Outlook 2000 installation, you need to take an extra step to enable the security features.   

To publish certificate to the GAL, the user needs the Publish to GAL...  button.  To verify the button is available, do the following:

1. If not already open, open Outlook.

2. Go to Tools(Options and click on the Security tab.

3. Under Digital IDs (Certificates) section ensure Publish to GAL… button is available as shown in Figure 8‑2 Publish to GAL button under Security TAB.
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Figure 8‑2 Publish to GAL button under Security TAB

· Note

If Publish to GAL… Button was available by default – skip Section 8.5.4.1 and 8.5.4.3.

8.5.4.1 Enabling Publish to GAL… Button

1. Log on as a user with administrative privileges.

2. Exit Outlook if open.

3. Go to Start(Run and type either Regedit and click OK.

4. Browse to HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Office\9.0\Outlook
5. Expand the Outlook key. 

6. If Security key is not present under Outlook, do the following:

· Click Outlook so that it is highlighted. 

· On the Edit menu, click New, and then click Key. 

· Type Security to name the new subkey. 

7. Click the new Security key icon so that it is highlighted.

8. On the Edit menu, click New, and then select DWORD Value. 

9. Type EnableSRFeatures to name the value and then double-click the icon for the EnableSRFeatures entry. 

10. Type 1 under Value Data and ensure that the radio button for Hexadecimal is selected. Click OK.  (NOTE: If the EnableSRFeatures value is set to 1, the new security features are enabled and visible to users.)

11. Click OK when complete and close the registry editor.
8.5.4.2 Publish certificate to the GAL

1. Log on as User to the Domain. (your daily login id and password).

2. If not already open, open Outlook.

3. Go to Tools(Options(Security tab as shown in Figure 8‑2 Publish to GAL button under Security TAB. 
4. Click on the Publish to GAL… button. Click on OK.  
5. Exit Outlook.
8.5.4.3 Disabling Publish to GAL… Button

12. Log on as a user with administrative privileges.

13. Exit Outlook if open.

14. Go to Start(Run and type either Regedit and click OK.

15. Browse to HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Office\9.0\Outlook\Security
16. Double-click EnableSRFeatures entry. 

17. Type 0 under Value Data and ensure that the radio button for Hexadecimal is selected. Click OK.  

18. Click OK when complete and close the registry editor.

9 Verification of Client Installation (New Install, Upgrade, and Reinstall)

9.1 Client Verification Check List

	Installation Item:
	Verification Procedure:
	Yes
	No

	Phase 1 and Phase 2 Verification—Outlook 2000 and Service Pack Installation

	1. Verify Microsoft Outlook 2000 and Microsoft Office Service Pack SR1A and SP2 have been installed.

Verify 128-bit Encryption Pack has been installed


	· Logon as any user, open Outlook.
· Select Help(About Microsoft Outlook from the main toolbar.

· The Outlook version should be:

            Microsoft Outlook 2000 SR-1 (9.0.0.6117) 

· Select Security Info.  Verify that the Cipher Strength for both Microsoft Outlook and Internet Explorer is 128 bits.

· Click OK.  Click OK again to exit.
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	Phase 3 Verification—DMS Security Extension Installation

	3. Verify DMS extensions have been installed
	· From Windows Explorer, browse to the <local_drive>:\dms folder.

· Right-click the file dccl32.dll and select Properties.

· Click the Version tab.  The File Version: should be 5.5.2656.24.

· Click OK to exit.
	
	

	Microsoft Outlook Services Configuration Verification

	4. Verify a DMS profile has been created
	· From the main Outlook toolbar, select Tools(Services.
· Click the Addressing tab.

· If this profile will only use the PAB, the default search order should be: Personal Address Book, Global Address List, X.500 Directory.
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	· If this profile will only use Contacts, the default search order should be: Contacts, Global Address List, X.500 Directory.
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	· If this profile will use both PAB and Contacts, but PAB will be used most often, the default search order should be: PAB, Contacts, Global Address List, X.500 Directory.
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	· If this profile will use both PAB and Contacts, but Contacts will be used most often, the default search order should be: Contacts, PAB, Global Address List, X.500 Directory.
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	5. Verify Outlook Services have been updated
	· From the main Outlook toolbar, select Tools(Services.
· Double-click X.500 Address Book Provider.
· Select the Mapping tab. Ensure the X.500 Attribute to MAPI Property mappings are identical to the picture below.
· Click Cancel and then Cancel again to exit.
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	6. Verify Toolbar settings have been updated
	· Open a new mail message.

· Select View(Toolbars(Customize.
· From the Toolbars tab select Reset.
· Click OK to the Are you sure.. message.
· Click the Options tab. Ensure Standard and Formating toolbars share one row is NOT selected.

· Click Close.
· Click File(Close to exit.
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	7. Verify AutoSave has been disabled
	· From the main Outlook toolbar, select Tools(Options.

· From the Preferences tab select E-mail Options.

· Select Advanced E-mail Options. Uncheck AutoSave unsent every 3 minutes (Commercial AutoSave feature can conflict with DMS functionality).

· Click OK three times to exit Options windows.


	
	

	8. Verify High Precedence Alert has been configured
	· From the main Outlook toolbar, select Tools(Rules Wizard. Verify that the high-importance rule has been created.
· Click Cancel to exit.
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	Verify DMS Version Information

	9. Verify DMS Version is correct
	· Select Start(Run.

· Type DMSVER in the Open field and click OK.

· The DMS Product Version for the Microsoft Outlook DMS client should be 3.0.2M.0.

· Press any key to continue.  You may need to press any key several times.

Note:   DMSVER will only run correctly if the dmsver utility is installed on the same drive as DMS.  If an error message occurs, run dmsver from a command prompt on the drive where DMS is installed.


	
	


9.2 Messaging Client Verification

· Note

· If you need further instructions on how to perform these steps (i.e. send a signed and encrypted message), check the Client Reference Guide or contact your administrator or help desk.

· If you can perform the steps below, the installation was successful. 

· Note:  To complete the final client install verification, FORTEZZA card drives and/library must have been installed and functional.

· You will not be able to verify the client installation or send DMS messages until the DMS Forms have been posted.

71. Log on as a valid Outlook user.

72. Start Outlook.

73. Click Agree at the DMS splash screen.

74. Open the Directory Browser and copy an organizational user to your Personal Address Book (PAB).

75. Open the Outlook Address Book’s X.500 Directory. Search and copy an organizational user to your PAB.

76. Compose a new message placing a recipient in the TO and CC fields, and yourself in the BCC field. 

77. Choose to Sign and Encrypt your test message.

78. Choose All Recipients for Delivery Report and Read Receipts on the recipients tab.

79. Send the message.

80. The following steps provide a functional verification of your client

· Verify that you received the message and delivery reports from all recipients

· Open the message and verify that you get a receipt 

· Contact other recipients and verify that they received the message

· Have them open the message and verify that you received a receipt

81. Once you have installed all the clients, at the Server remove the network shares to return your Server to its security FEN compliant state. 

10 Password Management

Site administrators must periodically change system passwords according to local policy. Understanding which user accounts have passwords, and how to manage those passwords is essential to administering this installation.  It is important that procedures are developed to ensure that these passwords are changed.  The following sections contain a description of how to conduct the maintenance.

10.1 NT Accounts that Need to be Managed

The DMS installation requires the following accounts be created:

1. Exchange Service Account

2. MWS Account

It is critical that their passwords be managed and monitored so they do NOT expire.  If they expire adverse things could occur within the site, such as the Exchange Server may stop functioning.  

Please consult with local policy to determine the best methodology for managing these accounts.

10.2 Change NT Passwords

· Note

All passwords must be managed, updated and/or changed from a NT 4.0 Server

1. Select Start(Programs(Administrative Tools (Common)(User Manager for Domains.

2. Select the appropriate <user name> from the Username list.

3. Select User(Properties.

4. Enter a new password for the selected user in the Password field.

5. Enter the same password for the selected user in the Confirm Password field.

6. Select OK.

11 Troubleshooting Tips 

This section contains common trouble shooting scenarios based on errors observed in the field. If you have problems with the install or suggestions on improvements for trouble-shooting (i.e., a case you discovered and worked around) please submit a trouble ticket through the normal DMS channels.

Additional Troubleshooting Tips are in the Client Reference Guide (CRG) and the Administrator’s Guide for DMS Product Number GWS004 (NT) and GWS016 (W2K).
For additional information on problems with installing FORTEZZA drivers, refer to the “FORTEZZA Driver Installation Guide with FORTEZZA Troubleshooting for DMS Applications” located on the DISA DMS Controlled Web Site:  http://www.disa.mil/D2/dms/access.html
	Problem or Troubleshooting Tip: 
	Solution:

	1. Error 1904  <local_drive>:\dms\bjed32.dll failed to register indicating Microsoft Outlook is not the default mail manager.
	This problem can be caused because the installer clicked No to the prompt Do you want to make MS Outlook the default mail manager or the installer never gets this indication at all. The recovery is to stop the installation and do the following:

· Open Internet Explorer 

· From the toolbar, click Tools (Internet Options and click on the Programs tab.  

· In the E-mail section, click on the drop down and change to Microsoft Outlook.

· Click Apply
· Click Ok.

· From the toolbar, click File(Close to close Internet Explorer.

· Begin installation again.

	2. Can not log onto FORTEZZA card.
	Ensure X.500 Address Book Provider has been added to your profile.  To check this setting, do the following:

· From the main toolbar within Outlook, go to Tools(Services(Services tab.

· Under The following information services are set up in this profile:  ensure X.500 Address Book Provider is added to the list of services.

· If it is not, do the following to add it, click Add
· Under Available information Services, select X.500 Address Book Provider and click on OK.

· Note:  you will also have to ensure the correct directory information is entered into the X.500 Address Book Provider.

· Click on OK to close Services window

Ensure X.500 Address Book Provider has been added to the default search order.   To check that this has been added properly, do the following:

· From the main toolbar within Outlook, go to Tools(Services(Addressing tab.

· Under When sending mail, check names using these address lists in the following order: ensure X.500 Directory is added to the list of services.

· If it is not, do the following to add it, click Add
· Select X.500 Directory, click Add and then click Close.

· Ensure the following order is shown :  

· Personal Address Book or Contacts

· Global Address List

· X.500 Directory.
· If you do not have the correct order, then us the up and down arrows to reorder the list.

	3. Can not send sign and encrypted mail
	Ensure X.500 Address Book Provider has been added to your profile.  To check this setting, do the following:

· From the main toolbar within Outlook, go to Tools(Services(Services tab.

· Under The following information services are set up in this profile::  ensure X.500 Address Book Provider is added to the list of services.

· If it is not, do the following to add it, click Add
· Under Available information Services, select X.500 Address Book Provider and click on OK.

· Note:  you will also have to ensure the correct directory information is entered into the X.500 Address Book Provider.

· Click on OK to close Services window

Ensure X.500 Address Book Provider has been added to the default search order.   To check that this has been added properly, do the following:

· From the main toolbar within Outlook, go to Tools(Services(Addressing tab.

· Under When sending mail, check names using these address lists in the following order: ensure X.500 Directory is added to the list of services.

· If it is not, do the following to add it, click Add
· Select X.500 Directory, click Add and then click Close.

· Ensure the following order is shown :  

· Personal Address Book or Contacts

· Global Address List

· X.500 Directory.

If you do not have the correct order, then us the up and down arrows to reorder the list.

Invalid, expired, compromised, or otherwise bad data or information may have been cache.  The only way to clear the cache is to delete the smcache.bin file.  To delete the file, do the following:

Automatically Deleting Security Cache:

· From the main toolbar in the Inbox viewer, go to Tools(Delete Security Cache.  

· Click Yes at You are about to delete the security cache.  This process is irreversible, do you want to continue? message.

· Note:  This will log you off your FORTEZZA card.

Manually Deleting Security Cache:

· Go to the dms directory on your local hard drive.  For example, c:\dms

· Go to the cache directory

· Delete smcache.bin
FORTEZZA card services may not be functioning.  Contact your administrator for further assistance.

	4. Outlook terminates when adding an entry to the PAB from the directory and the user prefers using the PAB over contacts.
	Ensure Contacts is not selected for Keep personal addresses in.  To check this setting, do the following:

· From the main toolbar within Outlook, go to Tools(Services(Addressing tab.

· Under Keep personal addresses in: ensure Contacts is not selected.  Personal Address Book should be selected.

	5. Receive the following error message, “The form required to view this message cannot be displayed.  Contact administrator.”
	This is known commercial issue that occasionally occurs when custom forms are used.  DMS uses custom forms.  To remedy this issue, Microsoft indicates you do the following:

· Go to Start(Search Or Find (Files Or Folders 

· Type in frmcache.dat
· Delete all occurrences of frmcache.dat

	6. When I attempt to compose a new mail message, there are no military properties.
	DMS forms are not published to the server.  Please see your administrator or complete the publishing DMS forms in the Administration, Configuration, and Installation document for Release 3.0.

	7. The dmsver command appears not work.
	DMSVER will only run correctly if the dmsver utility is installed on the same drive as DMS.  If an error message occurs, run dmsver from a command prompt on the drive where DMS is installed.

	8. Can’t delete file MRCTL.DLL during de-installation.
	This issue can occur in Section 5.3, if you’ve left Outlook running while performing the de-installation steps outlined in this document. To eliminate the problem, Exit Outlook and rerun the step where the error occurred.

	9. Outlook freezes on opening after a user profile has been configured using PROFGEN or manually. 
	Perform a Ctrl+Alt+Del, go into task manager and end the Microsoft Outlook task.  Reopen Outlook.

	10. X.500 Address Book Provider entry missing from users profile.
	Pull down Tools(Services. Click the Addressing tab.  If X.500 directory is not in the list at the bottom of the dialog, use the ADD button to add it.

	11. The workstation cannot contact the DSA
	To check your DSA addresses:

· Click the DUA icon on the Outlook toolbar to open DIT browser.

· Click the Option icon on the DIT browser toolbar.

· Check the Primary and Secondary addresses.

· If these are correct contact your administrator or the LCC to look at network or client configuration problems.

	12. All Roles on the FORTEZZA card have expired or been revoked.
	Contact your administrator, security officer or the LCC

	13. DMS services are not available after installing DMS extensions. For example, the  icons for FORTEZZA signing, FORTEZZA encryption, FORTEZZA logon, etc… are not present at the client even after installing the DMS extensions
	Sometimes the DMS extensions get installed but are not activated. To activate them, try the following:

· Start Microsoft Outlook.

· From the Outlook main screen (viewer), pull down Tools(Options.

· Click the Other tab.

· Click the Advanced Options button.

· Click the Add-in Manager button.

· Verify that the DMS Security Extensions is checked.

· If DMS Security Extensions are unchecked, check them to enable the DMS Security Extensions.

· Toggle the box from the previous step back to it's checked state by clicking on it.

· Click OK to exit the Add-in Manager.

· Click OK to exit the Advanced Options.

· Click OK to exit the Options.

· Exit and Log Off of Outlook.

When you restart Outlook the DMS Extensions should be active.

	14. Messages are stuck in the Outbox after being sent.
	You may need to refresh your connection to the Server with the following steps:

· Right click the Microsoft Outlook icon on the desktop.

· Select Properties.
· Click Show Profiles.

· Double click the profile that is being used.

· Double click the Microsoft Exchange Server service

· Make a note of the name in the mailbox field

· Delete the name in the mailbox field.

· Re-enter the name into the mailbox field.

· Click the Check Names button.

· Click OK two times.

· Click Close.

	15. Getting a Token IV Error (331) when trying to open a message
	This indicates that the FORTEZZA card you are using is corrupted.  Have the CAW operator burn a new FORTEZZA card for the user.

	16. Getting Unknown Error 20 when trying to access FORTEZZA card.
	The most likely issue is that the FORTEZZA card is in the wrong PCMCIA slot. Move the FORTEZZA card to the other slot.

	17. Get a FORTEZZA error (-42) after entering PIN.
	Install latest FORTEZZA FEN. (This is likely to occur if you have changed FORTEZZA cards, readers or drivers.)

	18. Enabling Verbose Client Logging
	Note:  Only enable verbose client logging for troubleshooting purposes or as directed by administrative staff.  Verbose logging will impact the overall performance of the client and should be turned off after the appropriate logs are collected.  

· Log in as a user with Administrative privileges.

· Go to Start(Run and type in regedt32.

· If security as been applied, please take the registry out of read-only mode.

· Go to Hkey_Local_Machine, Software, Spyrus, Dms/Msp, and change the value of SetDebug from 0 to 4.  

· Note:  the value of  0 is OFF and a value of 4 is verbose logging.  The default setting is 0.  Verbose logging should only be used for troubleshooting and the value should be reset to 0 once the troubleshooting has been completed

· The logs are placed in the <dms>\auditlog directory and are named as follows:   spex*.trc.  The logs are numbered from 0 to 3 and the appropriate log should be identified by the most recent time and date stamp.

	19. After installing this version of DMS Outlook, certain attachments don’t work.
	This is caused by the “I love you” virus patch that is installed with this client. This patch makes the client more secure, but prevents the use of certain attachments. For further information, go to the Microsoft web site at http://www.microsoft.com and search for knowledge base article number Q262631.

	20. When composing a new DMS mail message and/or opening an existing DMS message, the following error message will be displayed:  “A program is trying to access an e-mail address you have stored in Outlook.  Do you want to allow this?  If this is unexpected, it may be a virus and you should choose “No”.  <check box> Allow access for X minutes.  Yes.  No.  Help.”
	SP2 disables macros, which are needed to publish and/or access DMS Forms.

1. It is safe to click Yes to this dialogue box.

2. Ask your Administrator to ensure the following registry key is set: [HKEY_Local_MACHINE\Software\Policies\Microsoft\Security] with the following dword key and value:  CheckAdminSettings=dword:00000001

Ask your Administrator to complete the steps in the Administration, Configuration, and Installation document for Release 3.0 titled Microsoft Outlook Security Form Publication, which was released as a FEN.

	21. Receive the following error message when attempting to publish forms, a Microsoft Publish All DMS Forms – Discussion Message window will appear with the following text:  “Publish All DMS Forms.  This application enables you to publish the DMS forms to the organizational forms library on the Exchange Server.  Cannot publish forms:  You do not have macros enabled.  In order to publish the forms you must close this message and re-open it with macros enabled.”
	SP2 disables macros, which are needed to publish and/or access DMS Forms. Ask your Administrator to complete the steps in Administration, Configuration, and Installation Guide for use with Release 3.0 (FEN 3.0-MSDMSFORMS-XX) document for Release 3.0  titled Microsoft Outlook Security Form Publication, which was released as a FEN.




12 Appendix A

12.1 Installation of DMS Microsoft Clients on Workstations with Microsoft Outlook 2000 and/or Microsoft Office 2000 Already Installed (Full, Upgrade, and Reinstall Installation)

· Note

· If you do not have Microsoft Office installed or Microsoft Outlook 2000 installed from another media source other than the DMS Client CD-ROM, proceed to Section 4 Installation Pre-Requisites (New Install, Upgrade, and Reinstall).

12.1.1 Overview

These procedures outline the setup needed to install the DMS Security Extensions on workstations that already have Microsoft Outlook 2000 and/or Microsoft Office 2000 installed.  If these procedures are not followed, it can take inordinate amounts of time to complete a DMS installation.  The inordinate amounts of time for installation has been traced to an issue with the Windows Installer program.  The client installation instructions indicate that commercial Outlook should be installed from the DMS Outlook CD for all new DMS installs.  This was done to ensure that an accurate commercial install had been performed.  While this works fine for workstations that do not already have commercial Microsoft Outlook 2000 and/or Microsoft Office 2000 installed, this become problematic for workstations that already have Microsoft Outlook 2000 and/or Microsoft Office 2000 installed (usually via the Microsoft Office 2000 installation).

The problem relates to the Windows Installer program.  The Installer program is used to install and upgrade Microsoft commercial software.  When Microsoft Office 2000 (including Outlook 2000) is installed, the installer program notes the source from which the software is installed (the Microsoft Office 2000 CDs or possibly a share point on a server).  This information is recorded so that it can be used in the future when upgrades and patches are installed.  When an upgrade or patch is installed, the Installer program asks for the original source media based on the records it made during the initial installation.  

If one of the Office 2000 programs (i.e., Outlook 2000) is re-installed from a different source (i.e., the DMS CD), it confuses the Installer program because it is being installed from a different installation source.  The Installer program does not know what original source media to ask for when it is installing upgrades and patches.  This causes the Installer program to fail when installing patches to the Outlook 2000 program that was re-installed.  The usual scenario is this: When you run the Outlook.msp patch (this is done in Phase 3 of the Microsoft DMS Client installation), the DMS installer goes to load the patch from the DMS CD and the Installer asks for the original media source, the Microsoft Office 2000 CD (because it believes Outlook was installed from the Office 2000 CD), but then fails with an Error 1706 – No valid source.  If you run the patch again, this time the Installer asks for the Outlook 2000 CD from the DMS Outlook 2000 source, but again it fails with an Error 1706 – No valid source.  You try again, this time it asks for the Office CD and again it fails with an Error 1706.  This cycle repeats many times until, usually, the patch install finally succeeds.

This section provides guidance for administrators/installers and is organized into the four most encountered configurations in the field. 

12.2 Identifying Your Current Configuration and Installation Guidance

The following section discusses four of the most common possible configurations.  Please identify your configuration and proceed to the section to determine what your installation procedures should be.  The configurations discussed are:

	Installation Type:
	Source of Outlook Installed:
	Detailed Description:
	Follow Instructions in Section:

	New DMS Installation
	Commercial Outlook 2000 is NOT already installed
	This covers installation of the DMS Outlook 2000 client on a workstation that does NOT have DMS installed and does NOT already have commercial Outlook 2000 installed (either separately or with Office 2000).
	Section 12.2.1 New DMS Installation – Commercial Outlook 2000 is NOT already installed

	New DMS Installation
	Commercial Outlook 2000 IS already installed
	This covers installation of the DMS Outlook 2000 client on a workstation that does NOT already have DMS installed, but does already have commercial Outlook 2000 installed (either separately or as part of Office 2000).
	Section 12.2.2 New DMS Installation – Commercial Outlook 2000 IS already installed:

	Upgrade of DMS Installation
	Commercial Outlook 2000 was NOT installed separately from DMS
	This covers upgrading an existing DMS Outlook client on a workstation that did not have commercial Outlook 2000 installed (separate from the DMS client installation) before or after the DMS client installation.  (In other words, the workstation is using Outlook 2000 installed from the Microsoft DMS Client CDROM).
	Section 12.2.3 Upgrade of DMS Installation – Commercial Outlook 2000 was NOT installed separately from DMS:

	Upgrade of DMS Installation
	Commercial Outlook 2000 WAS installed separately from DMS
	This covers upgrading an existing DMS Outlook client on a workstation that had commercial Outlook 2000 installed (separate from the DMS client installation) before or after the DMS client installation.
	Section 12.2.4 Upgrade of DMS Installation – Commercial Outlook 2000 WAS installed separately from DMS


12.2.1 New DMS Installation – Commercial Outlook 2000 is NOT already installed

In this case Outlook 2000 has NEVER been installed and DMS Security Extensions have NEVER been installed.  For this case, simply follow the normal Full Installations instructions outlined in this document starting with the following section:

Section 4 Installation Pre-Requisites (New Install, Upgrade, and Reinstall).
12.2.2 New DMS Installation – Commercial Outlook 2000 IS already installed: 

If you are installing a new DMS client (i.e. the workstation has never had a DMS client installed on it before) and the workstation already has commercial Outlook 2000 on it, do not install commercial Outlook 2000 (Phase 1) again from the DMS CD.  Perform the following Sections in this document:

1. Section 4.1 Installation Pre-Requisites
2. Section 5.3 Modifying Security (if applied)

3. Section 6.2 Phase 2:  Installing Commercial Updates (New Install, Upgrade, and Reinstall)
4. Section 6.3 Finishing the Commercial Outlook Installation (New Install Only)
5. Section 6.4 Phase 3:  Installing the DMS Client Extensions (New Install, Upgrade, and Reinstall)
6. Section 7 Configuring the Microsoft Outlook Services (New Install, Upgrade, and Reinstall) (and all sub-sections where applicable)

7. Section 8 Additional Configurations (and all sub-sections where applicable)

8. Section 8.5 Medium Grade Messaging (if applicable)

9. Section 9 Verification of Client Installation (New Install, Upgrade, and Reinstall)
12.2.3 Upgrade of DMS Installation – Commercial Outlook 2000 was NOT installed separately from DMS:

In this case, commercial Outlook 2000 was installed with the DMS Outlook 2000 client CD and that is the only time that commercial Outlook 2000 was installed on the workstation – Outlook 2000 was not installed, separate from the DMS installation, either as part of Office or on its own.  For this case, simply follow the normal Upgrade Installations instructions outlined in this document starting with the following section:

Section 4 Installation Pre-Requisites (New Install, Upgrade, and Reinstall).
12.2.4 Upgrade of DMS Installation – Commercial Outlook 2000 WAS installed separately from DMS

12.2.4.1 Case 1: Commercial Outlook 2000 was installed before the DMS Client and then a DMS install included loading of Outlook 2000 (i.e. following the DMS Client Instructions)

If you have a workstation on which Outlook 2000 has already been re-installed from the DMS CD, here is what Lockheed Martin and Microsoft recommend to correct the situation, and to avoid the upgrade difficulties.  The steps below will assist you in uninstalling commercial Outlook using the DMS CD (or network share) and then re-installing Outlook 2000 from the original source (usually the Microsoft Office 2000 CD or network share).  Then the upgrade can continue without the Installer program error.  Please following these steps:

1. Section 4.1 Installation Pre-Requisites
2. Section 5.3 Modifying Security
3. Section 5.4 Preparing for Upgrade or Reinstall
4. Remove Commercial Outlook.  

4.1. Log in as a user with administrative privileges. (Note – You should close all other programs, especially any Office 2000 applications
4.2. There are two methods for removing commercial Outlook. The first is more user-friendly, but requires you to have your previous DMS installation media available. This would be either the DMS CD or a network share that has the DMS installation files copied to it. The second method does not require access to your original DMS media, but is a little less user-friendly. Here are the two methods, perform either one or the other.
4.3. Method 1 (Recommended):
4.3.1. Click Start(Run.
4.3.2. Click Browse and select the PrevDMSClnt share from the pull down (for a server based installation) or select the previous version's client CD-ROM drive from the pull down (for a CD-ROM based installation).
4.3.3. Select the file setup.bat.
4.3.4. Click Open.
4.3.5. Click OK.
4.3.6. Click Remove Outlook.
4.3.7. Click Yes to confirm that you want to remove Outlook.
4.3.8. Click OK when the removal is complete.
4.4. Method 2:
4.4.1. Click Start(Run.
4.4.2. In the Open field of the Run dialog, type cmd 
4.4.3. Click OK.
4.4.4. Type the following on the command line exactly as shown:  MSIEXEC /X{00160409-78E1-11D2-B60F-006097C998E7} /qb

4.4.5. A progress bar will appear and Outlook will be uninstalled.
4.4.6. When the progress bar finishes, type exit on the command line.

5. Install Commercial Outlook from the Original Source
5.1. Login as use with Administrative privileges.

5.2. Insert your Microsoft Office CD or connect to the network share that has the Microsoft Office installation files available.

5.3. Click Start->Run.

5.4. Browse to the setup.exe program for Microsoft Office and highlight it.

5.5. Click Open.

5.6. Click OK.

5.7. Click Repair Office.

5.8. Click Reinstall Office
5.9. Click Finish.

5.10. Click OK to acknowledge that Office installed successfully.

5.11. Click Yes to restart the computer.

6. Section 6.2 Phase 2:  Installing Commercial Updates (New Install, Upgrade, and Reinstall)
7. Section 6.4 Phase 3:  Installing the DMS Client Extensions (New Install, Upgrade, and Reinstall)
· Note

· During Phase 3, you may receive Error 1706. When you get this error, click OK to acknowledge it, then click OK again to acknowledge that the Windows Installer stopped because of an error. Then Browse to the Outlook.msp file again and double click it to run it again. This time it will succeed. Continue with the instructions as written.

8. Section 7 Configuring the Microsoft Outlook Services (New Install, Upgrade, and Reinstall) (and all sub-sections where applicable)

9. Section 8 Additional Configurations (and all sub-sections where applicable)

10. Section 8.5 Medium Grade Messaging (if applicable)

11. Section 9 Verification of Client Installation (New Install, Upgrade, and Reinstall)
12.2.4.2 Case 2: Commercial Outlook 2000 was installed after the DMS Client and overwrote the copy of Outlook 2000 that was installed with the DMS client

If you have a workstation on which Outlook 2000 was installed from the DMS CD and then was re-installed from a commercial source (i.e., the Office 2000 CD or an Office 2000 network share), here is what Lockheed Martin and Microsoft recommend to correct the situation, and thus avoiding upgrade difficulties.

First, depending on how commercial Outlook 2000 was re-installed after the DMS client installation, the Outlook 2000 installation media flag may have been reset by the second load. If this is the case, you may be able to simply follow the upgrade procedures in the Installation Instructions for DMS Product Numbers UA0097, UA0098, UA0099 and use the commercial source (i.e., Office 2000 CD or network share) as the original media.  If you have many workstations in this same configuration, it will be worth the time to try a regular upgrade prior to work-around.  Follow the upgrade procedures in the install instructions.  If you do not encounter the Error 1706 recursively, as described above, upgrade your desktops following the procedures.  If you DO encounter the recursive issue, the procedures below will assist you in uninstalling commercial Outlook 2000 and then re-installing Outlook 2000 from the original source (usually the Microsoft Office 2000 CD or network share).

Please following these steps:

1. Section 4.1 Installation Pre-Requisites
2. Section 5.3 Modifying Security
3. Section 5.4 Preparing for Upgrade or Reinstall
4. Remove Commercial Outlook.  

4.1. Log in as a user with administrative privileges. (Note:  You should close all other programs, especially any Office 2000 applications
4.2. Click Start(Run.
4.3. In the Open field of the Run dialog, type 
4.4. Click OK.
4.5. Type the following on the command line exactly as shown:  MSIEXEC /X{00160409-78E1-11D2-B60F-006097C998E7} /qb

4.6. A progress bar will appear and Outlook will be uninstalled.
4.7. When the progress bar finishes, type exit on the command line.
5. Install Commercial Outlook from the Original Source

5.1. Insert your Microsoft Office CD or connect to the network share that has the Microsoft Office installation files available.
5.2. Click Start->Run.
5.3. Browse to the setup.exe program for Microsoft Office and highlight it.
5.4. Click Open.
5.5. Click OK.
5.6. Click Repair Office.
5.7. Click Reinstall Office.
5.8. Click Finish.
5.9. Click OK to acknowledge that Office installed successfully.
5.10. Click Yes to restart the computer.
6. Section 6.2 Phase 2:  Installing Commercial Updates (New Install, Upgrade, and Reinstall)
7. Section 6.4 Phase 3:  Installing the DMS Client Extensions (New Install, Upgrade, and Reinstall)
· Note

· During Phase 3, you may receive Error 1706. When you get this error, click OK to acknowledge it, then click OK again to acknowledge that the Windows Installer stopped because of an error. Then Browse to the Outlook.msp file again and double click it to run it again. This time it will succeed. Continue with the instructions as written.

8. Section 7 Configuring the Microsoft Outlook Services (New Install, Upgrade, and Reinstall) (and all sub-sections where applicable)

9. Section 8 Additional Configurations (and all sub-sections where applicable)

10. Section 8.5 Medium Grade Messaging (if applicable)

11. Section 9 Verification of Client Installation (New Install, Upgrade, and Reinstall)
13 Appendix B Remote/Push Client Upgrade

13.1 Remote/Push Installation Summary

The DMS Program recognizes that many organizations have instituted some method of remote/push desktop software management solution in order to reduce over-all enterprise administration costs as well as to speed updates.  However, there is no common standard remote/push installation method used throughout the DOD service and agencies.  Many organizations utilize various remote/push installation solutions while others use customized scripting.  Additional variances exist depending on local site policy of user and administrative rights to the desktop.  Therefore, the DMS Program cannot provide a “canned” methodology for remote/push installation.  While this FEN has been tested with Microsoft SMS, it is equally adaptable to other remote/push desktop management solutions.  These remote/push installation instructions and silent installation setup script provides a flexible network-based installation package that can be customized to your site’s needs and should be usable with any desktop management solution.

For DMS R3.0, remote/push installation will be supported for two upgrade paths. These upgrade paths include:

· Upgrade from Release 2.2 Gold (2.2.8G.0 or later) to Release 3.0 (version 3.0.2M.0) DMS Outlook client.

· Upgrade from Commercial Office/Outlook 2000 client to R3.0 DMS Outlook client.

Please see the Remote/Push Installation Roadmap section for more detailed information on remote/push deployment options, assumptions, dependencies, and possible upgrade.

These instructions used in combination with the Release 3.0 (R3.0) DMS Outlook client CD-ROM and FEN 3.0-MSCLIENTMPUSH-XXX (where XXX is the most current version of the FEN) provide remote/push installation information, silent installation script, and files necessary for building the “payload” for a remote/push installation solution.  These instructions and silent installation script are specifically designed for remote/push installations and eliminate the need for “manual” client installations on a per workstation basis.  In a simplistic overview, the silent installation script replaces the existing “setup.bat” script file used during a manual DMS Microsoft client installation.  The “payload" and silent installation script together comprise a remote/push installation package, which can be pushed over a network via a desktop software management solution.  The remote/push instructions and silent installation script are flexible and can be customized to accommodate your site’s remote/push desktop software management solution.  

13.2 Remote/Push Installation Roadmap

This section discusses the Remote/Push deployment options, assumptions and dependencies, and includes an upgrade installation road map.

13.2.1 Remote/Push Deployment Options

These instructions contain three methods of remote/push installations.  The first option provided is a remote/push silent installation script, which can be used to upgrade the DMS Microsoft client or commercial Outlook 2000 client to R3.0.  The second option is customization of the silent installation script to meet your site’s unique needs.  This customized silent installation script must be used in conjunction with the “payload”.  The third option is to use the “payload” files and technical “considerations” to assemble your own unique remote/push installation upgrade package.  It is up to you to choose the best remote/push installation option for the needs of your site.  Choosing your remote/push deployment option will be largely dependent on the remote/push desktop software management solution being used at your site.  The DMS Program has tested Option 1 and Option 2 using SMS.  The following is a summary of the remote/push installation options:  

Table 13‑1 Remote/Push Deployment Options

	Option:
	Option Summary:

	Option 1
	Use the silent installation script provided “out of the box” in conjunction with a desktop management solution.

	Option 2
	If the silent installation script provided does not meet the needs of your particular site, customize the silent installation scripts to meet the unique needs of your site.

	Option 3
	Use the “payload” files and technical “considerations” provided to build your own unique remote/push installation script.


13.2.2 Remote/Push Installation Roadmap Summary

These instructions are divided into logical sections.  Administrator should read and fully understand these instructions and the DMS Outlook client installation instructions before deploying a remote/push installation. If any portion of these instructions are omitted the DMS Outlook client installation may fail or function improperly.

This installation roadmap details the actions and document sections that you need to perform a remote/push R3.0 DMS upgrade from either R2.2 Gold (version 2.2.8G.0 or later) or Outlook 2000 Commercial client based on the option you have decided best fits the need of your site.  For each path, some sections are marked Required or Not Required.  Please follow this guidance.  Sections marked Optional may be done or not as you choose.  You may decide to copy the following table and use it as a checklist as you progress through the installation.

Table 13‑2 Remote/Push Installation Summary

	Section Number:
	Section Title:
	Section Summary:
	2.2 Gold Upgrade or Commercial Upgrade Options

	
	
	
	Option 1
	Option 2
	Option 3

	13.1
	Remote/Push Installation Summary
	The section provides a summary of the remote/push installation process.
	Required
	Required
	Required

	13.2
	Remote/Push Installation Roadmap
	The section provides a roadmap for remote/push installations.  It also identifies key dependencies in order to achieve a successful remote installation.
	Required
	Required
	Required

	13.4
	Obtaining the “Payload” for Remote/Push Installation
	This section provides detailed information on gathering the files necessary to complete a remote/push installation.  These are the files needed for an upgrade.
	Required
	Required
	Required

	13.4
	Customize the Silent Installation Script
	This section provides information on how to customize your remote/push installation.
	Not Required
	Required
	Required

	13.5
	Technical Details Of The Silent Installation Script For Remote/Push Installation
	This section provides the details in the silent installation script.
	Optional
	Optional
	Required

	13.6
	Deploying the Remote/Push Installation Payload
	This section provides information on deploying the remote/push installation payload.
	Required
	Required
	Required

	13.7
	Additional Configuration Changes Required at the Desktop
	This section provides detailed information on additional configuration changes needed to complete the installation.  This is the information on how to configure the DMS upgrade.
	Required
	Required
	Required

	13.8
	Distribute Material to End-Users
	This section provides information that should be deployed to the end-user.  This is the “welcome package” for the end-user. 
	Required
	Required
	Required

	13.9
	Other Considerations
	The section provides additional information for remote/push installations
	Optional
	Optional
	Optional

	13.10
	Using Remote Management Solutions to Deploy Microsoft Commercial Service Packs and Hotfixes
	This section provides detailed information on the contents of the OS patches and hotfixes CD-ROM and information on remote installation of commercial service packs and hotfixes
	Optional
	Optional
	Optional


13.2.3 Assumptions and Dependencies

1. Working knowledge of remote/push desktop software management software.

2. Installation of OS patches and Hotfixes is mandatory and must be complete prior to remote/push deployment.  Failure to install the OS patches and Hotfixes may cause the DMS product to not install or to function improperly.  The OS patches and Hotfixes are available on CD-ROM.  For Windows NT 4.0, part number Z2S0229, WinNT 4.0 Hotfixes and Service Packs, is required.  For Windows 2000, part number Z2S0407, Win2000 Hotfixes and Service Packs, is required.  Reminder:  always check DADS for updated OS patches and Hotfix FENs prior to beginning the installation/upgrade. Since the OS patches and Hotfixes are commercial products no DMS specific push instructions are provided.  It is left up the site administrator to determine the best way to deliver these updates: manual installation or use commercial push instructions.

3. Creation of the material necessary for the Push is dependent on possession of the Release 3.0 DMS Microsoft Outlook Client CD-ROM.  Version 3.0.2M.0.  

4. Upgrades from R2.2 Gold to Release 3.0 require the 2.2 client to be at version 2.2.8G.0 or later. If your clients are currently at a version previous to 2.2.8G.0, see the CONSIDERATIONS for “Remote/Push” Installations section of FEN 2.2-MSCLIENT-07A to determine the best method to upgrade (manual versus push).

5. Upgrades from R2.2 Gold clients and commercial Outlook 2000 must have all commercial patches installed.  These patches include Microsoft service pack SR1, Microsoft service pack SP2, and Microsoft 128-bit encryption pack.

6. The latest DMS Forms must be published on the DMS Exchange 5.5 server.  At the time of this writing, FEN 3.0-MSDMSFORMS-7A must be installed in the local Exchange site PRIOR to upgrading to R3.0.  The client will not function correctly until FEN 3.0-MSDMSFORMS-7A has been installed and configured.  R3.0 DMS Microsoft Outlook clients have a dependency on the DMS Forms.  Reminder:  always check DADS for updated a MS DMS Forms FEN and the dependent DMS Client FEN prior to beginning the remote/push installation/upgrade.

7. This FEN includes a commercial patch to Microsoft Outlook.  There are several dependencies, which may affect the installation of this patch.  Included here is a brief overview of these issues:

· When installing a commercial patch to Microsoft Outlook the original source from which Microsoft Outlook was installed must be available.  This requirement is designed into the Microsoft Office product functionality.  If the installation was originally performed from a CD-ROM, we recommend obtaining that CD-ROM (for example DMS Release 2.2 CD-ROM) so that it is available during the installation.  If the installation was originally performed from a network share, we recommend verifying that the original network drive share is available.

· Microsoft Outlook patches will not install if the client is not at the expected commercial version level. For example, if Office SP2 is not installed (a baseline requirement) the patch will not install. 

13.2.4 Upgrade Installation Road-Map

There are two possible remote/push upgrade paths.  These include an upgrade from an existing R2.2 Gold (with all applicable FENs) and an upgrade from an Outlook 2000 commercial client.  The following details both upgrade options: 

1. Upgrade Path 1: Upgrade from Release 2.2 Gold (R2.2) to R3.0 DMS Outlook client (see Figure 13‑1 Remote/push Installation Upgrade Paths).  DMS Outlook client must be at version 2.2.8G.0.  To determine your current DMS version number, do the following:

· Click Start(Run.  

· Type dmsver in the Open field and click OK.

· The DMS Product Version for the DMS Microsoft Outlook Client must be version 2.2.8G.0.  

· Do NOT attempt to upgrade your client to DMS R3.0 if any other version (i.e. R2.2.8A.0) is shown.

Refer to the following roadmap for version reference in determining your current DMS client 2.2 Gold version number:

· The 2.2 GOLD Media provides a 2.2 GOLD clean install or upgrade to reach version 2.2.8A.0.

· 2.2-MSCLIENT-03 (posted to DADS on 5/03/2001) is a mandatory FEN applied to add 128-bit commercial encryption.  After applying this FEN, the client version number will be 2.2.8B.0  

· 2.2-MSOFCPTCH-01A (posted to DADS on 3/18/02).  Installs Microsoft office service patch 2 (sp2).  After applying this FEN, the client will a new version number for DMS Product MSOFCPTCH version 2.2.8A.0.

· 2.X-MSCLIENT-01A (posted to DADS on 7/19/01) is an optional FEN that can be applied to 2.2.8B.0 to add proxy PUA template support for Distinguished Names greater than 128 characters.  After applying this FEN, the client version number will be 2.2.8D.0.

· 2.2-MSCLIENT-07A (posted to DADS on 1/28/02) is a mandatory FEN providing fixes for numerous “bug”.  This FEN can be applied to DMS versions 2.2.8B.0, 2.2.8D.0, 2.2.8E.0, or 2.2.8F.0. FEN 2.2-MSSCLIENT-07A is a cumulative FEN providing new bug fixes as well as those contained in previous FENs.  After applying this FEN, the client version number will be 2.2.8G.0.

2. Upgrade Path 2:  Upgrade from Commercial Outlook 2000 client to R3.0 DMS Outlook client (see Figure 13‑1 Remote/push Installation Upgrade Paths):

To upgrade from Commercial Office/Outlook 2000 the workstation must meet the following criteria:

· Outlook 2000 must be installed and configured.

· Commercial Microsoft 128-bit encryption pack must be installed.

· Commercial Microsoft Office service pack SR1 must be installed.

· Commercial Microsoft Office SP2 must be installed.

To determine your commercial Outlook version, do the following:

· Logon as any user, open Outlook.
· Select Help(About Microsoft Outlook from the main toolbar.

· The Outlook version should be:

            Microsoft Outlook 2000 SR-1 (9.0.0.6117)*

· Select Security Info.  Verify that the Cipher Strength for both Microsoft Outlook and Internet Explorer is 128 bits.

· Click OK.  Click OK again to exit.

*Note:  This version number could vary dependent upon what Hotfixes have been applied to the workstation.
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Figure 13‑1 Remote/push Installation Upgrade Paths

13.3 Obtaining the “Payload” for Remote/Push Installation

There are two methods for building the “Payload” for remote/push installations.  You can automatically build the payload directory or you can manually build the payload.  The DMS program recommends using the automated method for creating the payload file.  Both options require the extractions of the FEN contents (section 13.3.1 Extract the FEN Contents).

13.3.1 Extract the FEN Contents

1. Open Windows Explorer and browse to the directory containing 3.0-MSCLIENTMPUSH-D01.exe  (e.g. <local_drive>:\temp). 

2. Double click the self-extracting executable, 3.0-MSCLIENTMPUSH-D01.exe.  
3. At the Winzip Self-Extractor window, click the Browse button and browse to a temporary directory (i.e. <local_drive>:\temp\push).

4. Click Unzip.
5. Click the OK button when unzipped successful message box appears.

6. Click on the Close button in the Win Zip Self Extractor.

7. In Windows Explorer browse <local_drive>:\temp\push and verify the following directory exist (see Figure 13‑2 FEN Extraction Contents):

· Fen 10-dmscli

· Mkey_4.1.7

· Reupdt

· Scripts

· winst


Figure 13‑2 FEN Extraction Contents

13.3.2 Automatically Creating “Payload”

1. Create a folder for the remote/push “payload” called <local_drive>:\fullrel.  

2. Browse to the extracted file location (i.e. <local_drive>:\temp\push\scripts and copy MakePush.cmd to the fullrel directory created above.  This will become the source for the push installation (i.e. <local_drive>:\ fullrel).

3. Click Start(Run.

4. In Open: type cmd.  This will open a command window.

5. Change directories to the fullrel directory.

6. To execute the MakePush.cmd file you need to pass the two arguments, which are defined below. 

· Arguments:  makepush sourceDMSClient sourceFEN

· Example 1:  The DMS Client CD (3.0.2M.0) is located on the CD drive r: and the PushFEN is located in a temporary directory on drive C: named c:\temp\pushfen. 

· Example Command:   makepush  r:  c:\temp\pushfen  and press the enter key to create the payload.

· Example 2:  The DMS Client CD (3.0.2M.0) has been copied to a sharepoint on a network drive (p:) and the DMS Push FEN has been copied to a local temporary directory.  

· Example Command: makepush p:\temp\302m0  d:\temp\pushfen and press the enter key to create payload.

7. When complete, remove makepush.cmd from the directory.  Note that in the arguments below, do not enter a slash after the final folder name.

13.3.3 Manually Creating “Payload”

To build the “payload” for the remote/push installation in summary, you must do the following:

· Extract the FEN Contents
· Create Remote/Push Payload Folder
· Build the Remote/Push Payload
· Perform Payload Directory Verification
13.3.3.1 Create Remote/Push Payload Folder

1 Create a folder for the remote/push “payload” called <local_drive>:\fullrel.  

2 Create a sub-folder for the version text files called <local_drive>:\fullrel\pushvers.

3 Create a sub-folder for DMS R3.0 client extensions called <local_drive>:\fullrel\dmscli.

4 Create a sub-folder for DMS R3.0 client extensions called <local_drive>:\fullrel\30gold.

5 Create a sub-folder for DMS R3.0 client extensions called <local_drive>:\fullrel\30gold\30dmsext.

6 Create a sub-folder for DMS R3.0 client extensions called <local_drive>:\fullrel\30gold\regupdt.

7 Create a sub-folder for DMS R3.0 client extensions called <local_drive>:\fullrel\30gold\msinst.

8 Create a sub-folder for DMS R3.0 client extensions called <local_drive>:\fullrel\30gold\puatemp.

13.3.3.2 Build the Remote/Push Payload

Now you must gather all the files that are needed for a remote/push upgrade installation..  The payload is built from the R3.0 CD-ROM and the extracted FEN files.  To do this, you will need the R3.0 CD-ROM (3.0.2M.0) inserted in the CD-ROM drive and the files just extracted in section 13.3.1 Extract the FEN Contents (i.e. c:\temp\pushfen). When creating the “payload”, some files contained in the Push overwrite files contains in the R3.0 CD-ROM.  The files or folders must be copied in the order in which they appear in the table.  Therefore, copying the files or folder “out of order” may cause installation failure or the DMS client to function improperly. Turn off the read-only flag on all files and folders after creating the payload directory tree.

Read-only mode can be turned off using the following method:

1. Click Start(Run and type cmd.

2. Click Open.

3. Type in the following command line statement:

attrib -r <local_drive>:\fullrel\*.* /s

For example, if the payload is in the “c:\temp\fullrel” directory, the command is:

attrib -r c:\temp\fullrel\*.* /s

In summary, Table 13‑4 Fullrel Folder Contents copies the files and folders contained directly off the root folder <local_drive>:\fullrel. Table 13‑5 30Gold Folder Contents copies the files and sub-folder for the folder 30Gold (e.g. <local_drive>:\fullrel\30gold.  The following (Table 13‑3 Legend for Table 13‑4 Fullrel Folder Contents) is a legend for Table 13‑4 Fullrel Folder Contents and Table 13‑5 30Gold Folder Contents below, which will aid in interpreting the subsequent tables:

Table 13‑3 Legend for Table 13‑4 Fullrel Folder Contents 

	Column Number
	Column Title
	Explanation

	1. 
	Description:
	Provides a brief description of the files or folders being copied.

	2. 
	Copy Source:
	· Replace R3.0.2M.0 with the drive letter of your CD-ROM ensuring the 3.0.2M.0 CD-ROM has been inserted (e.g. r:\).

· Replace FEN with your local hard drive’s drive letter and the location of the files just extracted (i.e. c:\temp\pushfen).

	3. 
	Source Folder or File Path:
	· This column is used in conjunction with the From Source column, which indicates where the folder or file where be copies from (the “source”).

· The path listed is the “source” location from where the folder, sub-folder, or file will be copied from.

	4. 
	Destination Folder or File Name Path:
	The destination folder name is specified.

	5. 
	Copy Instructions:
	· Unless other wise specified, the destination for the statements Copy the folder. and Copy the File. is <local_drive>:\fullrel (e.g. c:\fullrel).

· The statement Overwriting existing file(s). indicates, if prompted, overwrite the existing file(s).

· The statement Copy the folder is defined as copying the folder, sub-folders, and files.  

· The statement Copy the contents to… is defined as copying the contents of the folder including sub-folders and files but NOT the actual folder.

· The statement Copy file to… is defined as copying a specific file or file(s) but NOT the actual folder or sub-folders.


Table 13‑4 Fullrel Folder Contents

	Description:
	Copy Source:
	Source Folder or File Path:
	Destination Folder or File Name:
	Copy Instructions:

	R2.2 Gold DMS extensions
	R3.0.2M.0
	\Dms\remote\22dmsext\
	22dmsext
	Copy the folder.

	R2.2 PAB Sync
	R3.0.2M.0
	\Dms\remote\22PABSyn\
	22PABSyn
	Copy the folder.

	DSVT
	R3.0.2M.0
	\Dms\remote\30dsvt\
	30dsvt
	Copy the folder.

	R3.0.2.0 PAB/Contacts Sync
	R3.0.2M.0
	\Dms\remote\30PABSyn\
	30PABSyn
	Copy the folder.

	DMS Extension Patch
	R3.0.2M.0
	\DMS\remote\FEN10-dmscli\
	dmscli
	Copy contents to dmscli.

	
	FEN
	\FEN10-dmscli\setup.iss
	dmscli
	Copy file to dmscli.

	MasterKeyPlus
	R3.0.2M.0
	\cu\fens\30-msclient-10\MKP_4.1.7\
	MKP_4.1.7
	Copy the folder.

	
	FEN
	\mkey_4.1.7\setup.iss
	MKP_4.1.7
	· Copy the file into MKP_4.1.7\mkey\disks\disk1 folder.

· Overwrite existing file(s).

	Commercial Outlook 2000 Hotfix
	R3.0.2M.0
	\dms\remote\mspptch\
	mspptch
	Copy the folder.

	Commercial Outlook 2000 Hotfix
	R3.0.2M.0
	\cu\fens\30-msclient-10\outlook_ptch\
	Outlook_ptch
	Copy the folder.

	Version Text Files
	R3.0.2M.0
	\cu\302m0_docs\UA0098
	pushvers
	Copy the folder UA0098 to a subfolder pushvers\UA0098.

	
	
	\cu\302m0_docs\UA0108
	pushvers
	Copy the folder UA0108 to a subfolder pushvers\UA0108.

	Registry Files and Scripts
	FEN
	\regupdt
	regupdt
	Copy the folder.

	Silent Installation Script
	FEN
	\scripts\fullrel.bat
	fullrel.bat
	Copy the file.

	R3.0.2.0 DMS Client extensions
	R3.0.2M.0
	See Table 13‑5 30Gold Folder Contents below for details on the creations and contents of this Folder.  It contains a complex structure and many sub-folders. 
	30Gold
	N/A


Table 13‑5 30Gold Folder Contents

	Description:
	Copy Source:
	Source Folder or File Path:
	Destination Folder or File Name:
	Copy Instructions:

	R3.0 DMS Client extensions
	R3.0.2M.0
	\vendor\dmscli\winnt\i386\
	30dmsext
	copy the contents to 30dmsext folder.

	
	FEN
	\winst\“microsoft outlook dms.msi”
	30dmsext
	Copy file to 30dmsext folder, Overwrite existing file(s).

	
	FEN
	\winst\Install.dll
	30dmsext
	Copy file to 30dmsext\files\x500 folder, Overwrite existing file(s).

	DMS Client docs
	R3.0.2M.0
	\docs\
	docs
	Copy the folder.

	
	R3.0.2M.0
	\cu\fens\30-msclient-10\mkp_4.1.7\docs\version.txt
	docs
	Copy file to docs\mkp001 folder, Overwrite existing file(s).

	Commercial Microsoft Windows installer
	R3.0.2M.0
	\vendor\servicepacks\sr1a \instmsiw.exe
	msinst
	Copy file to msinst folder.

	Proxy PUA Template Files
	R3.0.2M.0
	\dms\puatemplate\
	puatemp
	Copy contents to puatemp.

	Registry Files
	R3.0.2M.0
	\vendor\spyrus\registry\spyrus.reg
	regupdt
	Copy file to regupdt.

	
	
	\vendor\servicepacks\logging\ptr9897.reg
	regupdt
	Copy file to regupdt.

	
	
	\vendor\servicepacks\sp2regfix\outlooksec.reg
	regupdt
	Copy file to regupdt.

	
	
	\vendor\servicepacks\nt_regfile\initialpolicyset_nt.reg
	regupdt
	Copy file to regupdt.

	
	
	\vendor\servicepacks\w2k_regfile\initialpolicyset.reg
	regupdt
	Copy file to regupdt.

	
	
	\vendor\servicepacks\postsr1a\autodin.reg
	regupdt
	Copy file to regupdt.

	Misc. Tools
	R3.0.2M.0
	\dms\tools\
	tools
	Copy the folder.


13.3.4 Perform Payload Directory Verification

When “payload” directory creation is complete, verify all folders are present.  

9 Browse to <local_drive>:\fullrel directory, and verify the following folders and file are present (Figure 13‑3 Fullrel Folder Structure):

	22dmsext
	30PABSync
	Outlook_ptch

	22PABSync
	dmscli
	Pushvers

	30dsvt
	MKP_4.1.7
	Reupdt

	30gold
	Mspptch
	Fullrel.bat



[image: image13.wmf]
Figure 13‑3 Fullrel Folder Structure

10 Browse to <local_drive>:\fullrel\30Gold directory, and verify the following folders are present (see Figure 13‑4 30Gold Folder Structure):

	30dmsext
	msinst
	regupdt

	docs
	puatemp
	tools



[image: image14.wmf]
Figure 13‑4 30Gold Folder Structure

13.4 Customize the Silent Installation Script

The installation script file <local_drive>:\fullrel\ Fullrel.bat requires editing of the DSA Primary and Secondary IP addresses to provide customization for your site.  These parameters establish the default X.500 address book settings in the Outlook profile, for the X.500 Address Book service. To customize the file, open it in notepad and replace the default settings with values for your site as shown in the example below. The IP addresses  (e.g. 206.37.150.159) of the X.500 DSAs must be replaced with the correct local value

REM ** Customize primary and secondary DSA. Customize Protocol. ** ** ** ** ** ** **

start /wait msiexec /i "%0\..\30gold\30dmsext\microsoft outlook dms.msi" /qn PRIMARYDSA=TCPIP+206.37.150.159+17003 PRIMARYPORT=17003 PRIMARYPROTOCOL=DAP SECONDARYDSA=TCPIP+206.37.150.159+17003 SECONDARYPORT=17003 SECONDARYPROTOCOL=DAP

When upgrading from DMS Outlook, customization will also be required in the installation script for detecting the correct starting DMS Outlook version. As delivered, the script will terminate if the starting DMS Outlook version is not R2.2.8G.0. The following code will have to be customized in the script when DMS Outlook is upgraded in the future to version R2.2.8H.0. The “R2.2.8G.0” will have to be changed to “R2.2.8H.0”.

REM ** Check for starting DMS version of R2.2.8G.0.  If not, terminate.

:CHECK_VERSION


type %windir%\..\dms\docs\UA0098\version.txt | find "DMS Product Version:    2.2.8G.0" > nul

        
if "%errorlevel%"=="0" goto END_PREREQ_CHK

        
goto BAD_VERSION

There are two additional considerations when customizing the silent installation script.  These include optional installation of the Proxy PUA Template and DSVT.  Both of these are marked “optional” in section 13.5 Technical Details Of The Silent Installation Script For Remote/Push Installation.  If your site does not need the Proxy PUA template installed, remark out this portion of the silent script.  Also, if you site does not need to install DSVT, remark out this portion of the silent installation script.

13.5 Technical Details Of The Silent Installation Script For Remote/Push Installation

The Fullrel.bat sample installation script included with this FEN has been tested for use with SMS push technology.  This section describes all steps implemented by the silent installation script.  Those administrators using other push technologies may adapt or customize this script or write their own silent installation script.  These steps assume the payload directory exists as described in 13.3.1 Extract the FEN Contents.  These procedures include all registry changes and files required to implement the DMS client upgrade to R3.0.2M.0.

The script must be run with administrative privileges.  Under SMS this may be accomplished by specifying in the SMS program that the program should run with “Administrative Rights” (as opposed to “User Rights”). This causes the install script to run under a special SMS account that has local administrative rights on the machine being installed, regardless of the logon account privileges.  For example, assuming that “Administrative Rights” have been specified to SMS as described above, the installation may run either under a (non-administrative) user logon, or it may be run in the background with no user logged on. In both  cases, the running installation is indicated by a DOS window, which displays the batch statements under execution. If a user logs on while the background installation is in process, the installation continues, and the DOS window will be seen. Terminating the DOS window will terminate the installation.

Please note the following:

· The use of start /wait to start programs helps ensure the statements of the script are executed and completed before moving to the next statement. 
· The script runs correctly when pushed by SMS.  Other push technologies may require some adaptation. In particular, when the script was run directly from a mapped drive (not under Microsoft SMS) the “start /wait” method of forcing sequential statement-by-statement execution in the script was found to not always work. Some statements did not honor the “start /wait” and did not finish before moving on to the next statement. In these cases, for non-SMS approaches, it might be necessary to insert “pause” statements, requiring some user interaction during the install. 

· All file paths pointing to the payload directory start with the parameter %\..\. This allows the current network URL path to the folder to be appended to the front of the path.  For example:

%0\..\22PABSyn\setup –s

Assuming the fullrel.bat script is running on server \\sms1 in the directory fullrel (the payload directory), this is converted to \\sms1\fullrel\fullrel.bat\..\22PABSyn\setup –s. 

Under SMS, if fullrel.bat is running from an SMS network distribution point on server \\sms1, this would look like the following:

\\sms1\smspkgd$\<SMS package id; e.g. 00100005>\fullrel.bat\..\22PABSyn\setup –s

1. Determine whether the operating system is Windows NT or Windows 2000 and terminate if neither.

set OS_TYPE=UNKNOWN

ver | find "Windows 2000" > nul

if "%errorlevel%"=="0" set OS_TYPE=W2K

ver | find "Windows NT" > nul

if "%errorlevel%"=="0" set OS_TYPE=WNT

if "%OS_TYPE%"=="UNKNOWN" goto INVALID_OS

2. Check whether DMS is already installed. If it is go to step 4 , otherwise go to step 3.

if exist %windir%\..\dms\docs\UA0098\version.txt goto CHECK_VERSION

3. Check whether Commercial Outlook has SR-1, SP2, and 128-bit encryption installed, as minimum for installing DMS. If it does, go to step 8, otherwise terminate.

start /wait %0\..\regupdt\outlkvers.vbs

type fsobtemp.txt | find "PASS" > nul

if "%errorlevel%" == "0" goto START_INSTALL

goto BAD_COMMERCIAL

4. Check for starting DMS version of R2.2.8G.0.  If not, terminate. Note: It is expected that the R2.2 Gold client will be FENNed in the summer of 2002. When that happens,  you will need to edit this line of the script and insert the later DMS version (e.g. R2.2.8H.0) as the correct starting client version.

:CHECK_VERSION


type %windir%\..\dms\docs\UA0098\version.txt | find "DMS Product Version:    2.2.8G.0" > nul

        
if "%errorlevel%"=="0" goto END_PREREQ_CHK

        
goto BAD_VERSION

5. Miscellaneous preliminaries: remove the auditlog folder.

:END_PREREQ_CHK  

REM remove the auditlog folder to avoid permission problems later

if exist %windir%\..\dms\auditlog attrib -s -h -r -a %windir%\..\dms\auditlog

if exist %windir%\..\dms\auditlog rmdir /s /Q %windir%\..\dms\auditlog 

REM replace the folder with nothing in it

md %windir%\..\dms\auditlog

attrib -s -h -r -a %windir%\..\dms\auditlog

6. Remove PAB Sync functionality if it is installed. Works silently using setup.iss InstallShield response file in the payload 22PABSyn folder.

REM ** Remove the 2.2 PAB Sync FEN

if exist %windir%\..\dms\pabsync.dll start /wait %0\..\22PABSyn\setup –s

7. Uninstall the R2.2.8G.0 DMS extensions. Runs silently (/qt) from the payload \22dmsext\ directory.

REM *** Remove the 2.2 Client Extensions

start /wait %0\..\22dmsext\setup /u /qt

8. Copy tools from the payload 30gold\tools directory to the system Windows directory

:START_INSTALL

copy %0\..\30gold\tools\*.* %windir% > nul

9. Make sure the \dms\docs and \dms\tools directories exist, and if not create them.

if not exist %windir%\..\dms\nul md %windir%\..\dms

if not exist %windir%\..\dms\docs\nul md %windir%\..\dms\docs

if not exist %windir%\..\dms\tools\nul md %windir%\..\dms\tools

10. Install the Microsoft Windows Installer program. Installs silently (/q) running from the payload at \30gold\msinst. This is used later.

start /wait %0\..\30gold\msinst\Instmsiw.exe /q

11. Copy the dms documents from the payload \30gold\docs\vendor and 30gold\docs directories to \dms\docs.

REM ** Copy the documentation files to the \dms\docs directory

copy %0\..\30gold\docs\vendor\*.* %SystemDrive%\dms\docs > nul

copy %0\..\30gold\docs\*.* %SystemDrive%\dms\docs > nul

12. Install the 3.0 DMS extensions, and configure X.500 directory access. Installs silently (/qn flag), using the .msi file located in the payload at  “\30gold\30dmsext\microsoft outlook dms.msi.”. See section 13.4 regarding customization of this statement.

 start /wait msiexec /i "%0\..\30gold\30dmsext\microsoft outlook dms.msi" /qn PRIMARYDSA=TCPIP+206.37.150.159+17003 PRIMARYPORT=17003 PRIMARYPROTOCOL=DAP SECONDARYDSA=TCPIP+206.37.150.157+17003  SECONDARYPORT=17003 SECONDARYPROTOCOL=DAP

13. Make some registry updates, taking the .reg files from the payload at \30gold\regupdt\. Note the last .reg is different depending on whether the O/S is NT or Windows 2000. The actual registry settings can be viewed by editing these files. Runs silently (regedit /s).

REM ** Update the registry for a Spyrus card fix.

regedit /s %0\..\30gold\regupdt\spyrus.reg

REM ** This file will disable the logging registry edit key value

regedit /s %0\..\30gold\regupdt\ptr9897.reg

REM ** This is an Outlook security update

regedit /s %0\..\30gold\regupdt\outlooksec.reg

REM ** This registry update is required in order to display messages received from AUTODIN via the MFI       with proper carriage returns.

regedit /s %0\..\30gold\regupdt\autodin.reg

if "%OS_TYPE%" == "WNT" regedit /s %0\..\30gold\regupdt\InitialPolicySet_nt.reg

if "%OS_TYPE%" == "W2K" regedit /s %0\..\30gold\regupdt\initialpolicyset.reg

14. Create a PUA directory in the system Windows directory  (e.g. WINNT) and copy the PUA files into it, from the \30gold\puatemp\ directory. Note: 14. –17. Are optional. They are only needed if your organization uses a PUA. Either all or none of statements 14. – 17 should be used. These statements are enabled in the fullrel.bat script. 

if not exist %windir%\Pua mkdir %windir%\Pua

copy %0\..\30gold\puatemp\*Sec* %windir%\Pua > nul

copy %0\..\30gold\puatemp\Pua.txt %windir%\Pua > nul

15. (Optional. See 14.). Update registry settings for the Proxy PUA Template. The file can be found at the payload \30gold\puatemp\ directory. The actual registry setting can be viewed by editing this file. This .reg file must be run from the current working directory. Therefore, this code copies the .reg file to a temporary directory and cds to the directory.

 if not exist puatempz mkdir puatempz

 if exist puatempz\register.bat attrib -s -h -r -a puatempz\register.bat


 if exist puatempz\register.bat del puatempz\register.bat > nul


 copy %0\..\30gold\puatemp\register.bat puatempz > nul


 cd puatempz


 start /wait register.bat


 attrib -s -h -r -a register.bat


 del register.bat > nul


 cd ..

16. (Optional. See 14.). Create the \dms\docs\msppt directory if it doesn't already exist . 

if not exist %windir%\..\dms\docs\msppt\nul md %windir%\..\dms\docs\msppt

17. (Optional. See 14.). Delete any existing Proxy PUA Template Version.txt file, and copy a new one from the payload at \30gold\docs\msppt\version.txt to the \dms\docs\msppt directory

if exist %windir%\..\dms\docs\msppt\version.txt attrib -s -h -r -a %windir%\..\dms\docs\msppt\version.txt

          
if exist %windir%\..\dms\docs\msppt\version.txt del %windir%\..\dms\docs\msppt\version.txt > nul


copy %0\..\30gold\docs\msppt\version.txt %windir%\..\dms\docs\msppt > nul

18. Install DSVT. Runs silently (-s) from the payload \30dsvt directory. Note: This statement is optional, depending on whether your organization uses DSVT. The statement is enabled in the fullrel.bat installation script.

start /wait %0\..\30dsvt\setup –s

19. Ensure the NT ( \dms\docs\ua0098) or  Windows 2000 (\dms\docs\ua0108) DMS Outlook client version.txt directories exist and copy the version.txt from the payload \30gold\docs\ ua0098  (NT) or \30gold\docs\ua0108 (Windows 2000) directory. Note that for the Windows 2000 directory, the \dms\docs\ua0098 directory is removed, as that is no longer the correct configuration.

These statements are for the Windows NT O/S:

if not exist %windir%\..\dms\docs\ua0098\nul md %windir%\..\dms\docs\ua0098

               if exist %windir%\..\dms\docs\ua0098\version.txt attrib -s -h -r -a %windir%\..\dms\docs\ua0098\version.txt

               if exist %windir%\..\dms\docs\ua0098\version.txt del %windir%\..\dms\docs\ua0098\version.txt > nul

               copy %0\..\30gold\docs\ua0098\version.txt %windir%\..\dms\docs\ua0098 > nul

         These statements are for the Windows 2000 O/S:

if exist %windir%\..\dms\docs\ua0098\version.txt del %windir%\..\dms\docs\ua0098\version.txt /F /Q

               if not exist %windir%\..\dms\docs\ua0108\nul md %windir%\..\dms\docs\ua0108

               if exist %windir%\..\dms\docs\ua0108\version.txt attrib -s -h -r -a %windir%\..\dms\docs\ua0108\version.txt

               if exist %windir%\..\dms\docs\ua0108\version.txt del %windir%\..\dms\docs\ua0108\version.txt > nul

               copy %0\..\30gold\docs\ua0108\version.txt %windir%\..\dms\docs\ua0108 > nul

20. Install PAB/Contacts Synchronization functionality silently (-s) using setup.iss response file co-located with the setup program at the payload \30PABSyn directory. 

start /wait %0\..\30PABSyn\setup.exe –s

Note: the \dms\registerfile.bat file must be run later under the user logon to register this functionality (under SMS, the registration cannot be done from within this script, because the script is running under an SMS administrative account, even though the user may be logged on). If DMS security is installed, the user logon will have to have administrative rights for the registration to be successful. See section 7.4 Install PAB Synchronization Tool (New Install, Upgrade, and Reinstall) for more details. If security is not installed, then registration of this functionality could be pushed via SMS (or other means), by running \dms\registerfile.bat while logged on to the user account, and using “User Rights” for the SMS program.

21. Add the DMS client extensions to upgrade the client to R3.0.2.0. Runs silently using the  setup.iss response file co-located with setup executable at the payload \dmscli directory.

start /wait %0\..\dmscli\setup.exe -s –verbose

22. Update the Outlook client version.txt file. Note this is O/S dependent. First make sure the \dms\docs\ua0098 (for NT) or the \dms\docs\ua0108 (for Windows 2000) folder exists, and delete existing version.txt files in those folders. Then copy the version.txt file from the payload \pushvers\ua0098 (NT) or \pushvers\ua0108 (Windows 2000) directory to the correct directory (\dms\docs\ua0098 for NT, ua0108 for Windows 2000).

These statements are for the Windows NT O/S:

               if not exist %windir%\..\dms\docs\ua0098\nul md %windir%\..\dms\docs\ua0098

               if exist %windir%\..\dms\docs\ua0098\version.txt attrib -s -h -r -a %windir%\..\dms\docs\ua0098\version.txt

               if exist %windir%\..\dms\docs\ua0098\version.txt del %windir%\..\dms\docs\ua0098\version.txt > nul

               copy %0\..\pushvers\ua0098\version.txt %windir%\..\dms\docs\ua0098 > nul

These statements are for the Windows 2000 O/S:

               if exist %windir%\..\dms\docs\ua0108\version.txt attrib -s -h -r -a %windir%\..\dms\docs\ua0108\version.txt

               if exist %windir%\..\dms\docs\ua0108\version.txt del %windir%\..\dms\docs\ua0108\version.txt > nul

               copy %0\..\pushvers\ua0108\version.txt %windir%\..\dms\docs\ua0108 > nul

23. Backup the richtx32.ocx file. This is necessary in order to later replace the version of the file that MasterKeyPlus installs.


copy %windir%\system32\richtx32.ocx %windir%\system32\richtx32.ocx.backup > nul

24. Install MasterKeyPlus. This runs silently (-s) using the setup.iss response file co-located with the setup.exe at the payload \MKP_4.1.7\Mkey\Disks\Disk1 directory.

start /wait %0\..\MKP_4.1.7\Mkey\Disks\Disk1\Setup.exe –s

25. Replace the richtx32.ocx file with the version that was backed up, delete the backed up version, and then register the richtx32.ocx. The file paths are as shown in the following statements.

copy %windir%\system32\richtx32.ocx.backup %windir%\system32\richtx32.ocx > nul 

del %windir%\system32\richtx32.ocx.backup > nul   

regsvr32 /s %windir%\system32\richtx32.ocx

26. Run a MasterKeyPlus registry update from the payload \MKP_4.1.7\registry\ directory. This runs silently (/s).

regedit /s %0\..\MKP_4.1.7\registry\masterkeyplus.reg

27. Copy the MasterKeyPlus configuration files from the payload \MKP_4.1.7\lm_additions directory to the \dms\tools directory, and remove the read-only attribute from the files.

copy %0\..\MKP_4.1.7\lm_additions\*.* %windir%\..\dms\tools > nul

attrib -r %windir%\..\dms\tools\mkeycfg.bat

        
attrib -r %windir%\..\dms\tools\profname.exe

28. Back up any existing MasterKeyPlus version.txt. 

If not exist %windir%\..\dms\docs\MKP001 mkdir %windir%\..\dms\docs\MKP001

if exist  %windir%\..\dms\docs\MKP001\version.txt attrib -s -h -r -a %windir%\..\dms\docs\MKP001\version.txt

if exist %windir%\..\dms\docs\MKP001\version.txt rename %windir%\..\dms\docs\MKP001\version.txt version.txt.3.0-MSCLIENTMPUSH-D01> nul 2>&1

29. Copy the MasterKeyPlus version.txt file from the payload \MKP_4.1.7\docs to the \dms\docs\mkp001 folder.

 copy %0\..\MKP_4.1.7\docs\version.txt %windir%\..\dms\docs\MKP001 > nul

30. The following 2 lines in the script are only needed if it is desired to change the Outlook Install point, as described in section 13.9.1 Installing Commercial Outlook Updates and the Original Media Source Dilemma. This might be desirable if the original media and drive from which Outlook was installed are not available on the machine being installed. This step is in preparation for running an Outlook patch. Note that the sourcelist.vbs and volabel.reg files must be customized to point to the new Outlook install point, as described in 13.9.1 Installing Commercial Outlook Updates and the Original Media Source Dilemma.
If the original Outlook installation CD or network sharepoint files are available to the client being installed, then this step is not necessary. In this case, it will be necessary to have the original media  and drive (which could be a CD ROM on a local CDROM drive, or a mapped network drive) available during this installation.

start /wait %0\..\regupdt\sourcelist.vbs

regedit /s %0\..\regupdt\volabel.reg

Note: These steps are commented out in the delivered fullrel.bat script, and it assumed that the original Outlook install point, as described above, is available.

31. Copy the Outlook patch to the temp directory on the system and run the patch. The /qb- flag runs the patch without any user input required, but shows the job in progress. The Reboot=ReallySuppress parameter prevents the system from rebooting at the end.

copy %0\..\mspptch\Outlook.msp %temp% > nul

start /wait msiexec /qb- /p %temp%\Outlook.msp Reboot=ReallySuppress

32. Run the second Outlook patch, in the payload at \outlook_ptch\outlook.msp. The /qb- flag causes the running installation to appear on the screen, but no user interaction is required. This step requires the Outlook original installation point (media and Drive). The same considerations as described in step30 apply here; if the lines of step 30 were run, then the new Outlook install point will be used. Otherwise, the original Outlook install point must be available, for the following Outlook patch to run successfully. Reboot=ReallySuppress prevents the system from rebooting at this point.

start /wait msiexec /qb- /p %0\..\outlook_ptch\outlook.msp Reboot=ReallySuppress

13.6 Deploying the Remote/Push Installation Payload 

Use your site’s remote/push desktop software management solution to deploy the payload.  Lockheed Martin recommends that this is tested on laboratory workstations prior to deployment on operational desktops.  After the payload has been deployed the end user’s workstation must be reboot.

13.7 Additional Configuration Changes Required at the Desktop

Once the upgrade has been completed, there are various client configurations that must be “manually” completed at the workstations.  These configurations can not be completed by a remote/push installation system.  The following is a summary of additional configurations that must be manually completed:

Table 13‑6 Additional Configuration Changes

	Section Number and Description
	R2.2 Upgrades
	Commercial Outlook 2000 Upgrades

	Section 7.1 Creating and Configuring a DMS Profile
	Not Required 
	Required

	Section 7.2 MasterKeyPlus User Configuration
	Required
	Required

	Section 7.3 Updating the Outlook Services for an Existing Profile (Upgrade Only)
	Required
	Required

	Section 7.4 Install PAB Synchronization Tool
	Required
	Required

	Section 7.5 Install DMS Icons (New Install, Upgrade, and Reinstall)
	Required
	Required

	Section 7.7 Reset and Change Toolbar Settings (New Install, Upgrade, and Reinstall)
	Required
	Required

	Section:  7.8 Disabling AutoSave Functionality (New Install, Upgrade, and Reinstall)
	Not Required (but verification is recommended)
	Required

	Section:  7.9 Configuring High Precedence Alert (New Install, Upgrade, and Reinstall)
	Not Required (if already configured)
	Required

	Section:  7.10 Customizing DMS Directory Search Path (New Install, Upgrade, and Reinstall)
	Not Required
	Required

	Section 7.11 Copying Documentation and Making Inventory Files (New Install, Upgrade, and Reinstall)
	Required
	Required

	Section 8.1 Installing DMS Forms (New Install, Upgrade, and Reinstall) 
	Required
	Required

	Section 8.2 Installation of FORTEZZA Drivers and Firmware Updates (New Installs, Upgrade, and Reinstalls)
	Not Required
	Required for FORTEZZA card users

	Section 8.5 Medium Grade Messaging
	Optional
	Optional

	Section 9 Verification of Client Installation (New Install, Upgrade, and Reinstall)
	Optional
	Optional

	Action: Reapply Install Operating System Patch and Hotfixes
	· The last step of the install must be to reapply the Operating System Service Patch SP6A and Hotfixes for Windows NT.  Note:  It is not necessary to reinstall SP2 for Windows 2000.  

· No OS patches beyond the ones in the FENs (which you should have from the first Action above) should be applied to the DMS clients.

· Note:  See section 13.10 Using Remote Management Solutions to Deploy Microsoft Commercial Service Packs and Hotfixes for references to Knowledge base or TechNet articles for remote deployment of commercial service packs and hotfixes.

	Action: Install Security
	You should obtain and apply the security FEN for this DMS Product.  You may have already acquired the FEN, but should not have applied it until now.  The security FENs are:

· For Windows NT, apply 3.0-SECURNTUA-XXX security FEN.

· For Windows 2000, apply 3.0-SECURW2KUA-XXX security FEN.

Note:  the last three digits of the FEN will incremented when the security FEN is modified.  Get the latest version.

Use the same DADS web site used as listed in the first “Action”.

The security FEN must be applied after product install and under the following circumstances:

· Each time a DMS product is added to a configuration.

· Each time there is an upgrade, patch, or new code applied to a DMS product.

· For a new security install.

· When there are upgrades to the Security FEN.

	Action: Perform Backup
	Create a backup of your system or follow your site’s normal backup process/schedule.


13.8 Distribute Material to End-Users—“Welcome Package”

Pushing the client and configuring the client will result in an end-user having the capability to participate in DMS messaging.  However, a “Welcome Package” is highly advisable.  A Welcome Package is a pro-active means in which the end-user is provided KEY documentation that is essential to their use of the product.  

The following documents listed in Table 13‑7 Documentation Listing are essential to the end-users success on Release 3.0.  These should be provided in a pro-active means.  There are several ways distribution of these documents can be accomplished:

· Print the documents and provide hard copies to the end user.  The Services/Agencies most successful sites report that this is the most effective method in getting user’s to read and comprehend the material – which directly leads to successful DMS messaging.

· Send an e-mail highlighting the key documents and where to find them.  

Table 13‑7 Documentation Listing

	Documentation Name
	Documentation Description

	\doc\acp120qrg.doc
	ACP 120 Quick Reference Guide.

	\docs\crg.doc 
	Client Reference Guide for Client

	\docs\ndn.doc
	Non-Delivery Notification Document

	\docs\ndn-summ.doc
	Non-Delivery Notification Summary Document


It is also recommended that a reference to DMS Release 3.0 CBT is included in the Welcome Package.  Consider a recommendation that it be placed on a local server and that the Welcome Package include where to find it and how to get started.

Once the upgrade has been completed, there are numerous client configurations that must be “manually” completed at the workstations.  These configurations can not be completed by a remote/push installation application.  If the end-user will be completing these additional configurations, Lockheed Martin recommends the Client Installation document (Install.doc) also be distributed in the “Welcome Package”.  The welcome package should define which sections the end-user will need to complete as defined in section 13.7 Additional Configuration Changes Required at the Desktop of this document.

13.9 Other Considerations

13.9.1 Installing Commercial Outlook Updates and the Original Media Source Dilemma  

If your site has been participating in Microsoft Office updates (commercial patches and Hotfixes), the necessity to have the “original” media source available when applying the update is a well-known point of consideration.  The original media source prompt when installing a commercial Microsoft office patch is a commercial “feature” and unrelated to the DMS installation.  The “Microsoft Installer” (the application used to install the commercial updates or files) causes the prompt for the original media source.  Under normal circumstances, you can simply “browse” to the original media source to satisfy the prompt.  However, the prompt for the original media source can become problematic when you have lost the original media source, changed the drive letter of the original media source, etc.  Microsoft is aware of these limitations and has published numerous Microsoft knowledge base articles concerning the subject: 

· Q284273:
How to Deploy Office over a Network

· Q257983: 
How to Obtain SR-1 for Administrative Installations

· Q278272:
How to Obtain and Apply the SP-2 Update to Administrative Installations 

· Q297168:
Programmatically Update Source List for Installed .msi

· Q202946:
Setup Command-Line Switches for Office 2000

· Q242216:
How to Use the Custom Maintenance Wizard

· Q296067:
How to Remove Products w/ Msiexec.exe and GUID

· Q276367:
How to Obtain the Latest Office 2000 Service Pack 

· Q242216:
How to Use the Custom Maintenance Wizard

It is important that your site be familiar with the issue and decide on the best approach for dealing with this commercial behavior as it will impact remote/push client installation.  At this time, Microsoft has no intent to resolve or change this behavior.  If your site has already determined the best way to “deal” with the original media prompt, continue to use that method.

In summary, under certain conditions when applying a Microsoft Office update, the original media source is required.  Furthermore, when Outlook is originally installed on a machine, a record of the path, drive, and volume label of the original media is stored in the registry. This install media and install point (drive letter) must then be available whenever Outlook is updated.  This could be a problem when attempting to remotely upgrade a diverse set of client machines, if those client machines do not already have a common (network share point) install point.

There are several ways that the Microsoft commercial requirement for the original media source can be satisfied:

1. A network “administrative installation point” of Microsoft Office 2000 program(s) that includes administrative updates.  This is essentially creating a network share used for Microsoft Office service patches, which is updated each time a Hotfix is released.

2. Programmatically updating the list of network or URL source paths to an installed product(s) installation package (the original media source).  This is known as the “source list”.  This option used for all of the LM remote/push installations.  This is essentially updating the workstation's registry to point to a new source list.  Section 13.9.2.1 Changing the Outlook Install Point on a Client Machine below details the steps necessary to update the source list.

It should also be noted that Microsoft acknowledges the above remedies will not always satisfy all requirements for the original media source.  This is largely dependent on what has occurred on the workstation (e.g. what the end-user has installed).  In most cases where the original media source requirement can not be satisfied, Microsoft has indicated the quickest and easiest way to resolve the issue is to uninstall Commercial Outlook and reinstall.  If this is done be sure to follow the uninstall DMS directions contained in this document.

13.9.2 Microsoft Office 2000 Maintenance Mode

On some installations the commercial patch will install uninterrupted. This is determined by several factors, including Operating System and whether any commercial patches have previously been installed. On other installations, the Microsoft Office 2000 Maintenance Mode Window will appear and prompt for user input. Do the following:

· When the "Microsoft Office 2000 Maintenance Mode” window appears, click Repair Outlook (or Repair Office).

· Select "Repair errors in my outlook installation" (or "Repair errors in my office installation") and click Finish.

If the Microsoft Office 2000 Maintenance Mode window is encountered during remote/push installation, end-user interaction may be require to continue the install or the commercial patch installation may fail.

13.9.2.1 Changing the Outlook Install Point on a Client Machine

To alleviate this problem, a script (located in the payload directory at \regupdt\sourcelist.vbs) is provided with this remote/push payload for replacing the install points in the registry with new install points.  For example, the install point on a set of client machines could be changed from the R: drive (a local CDROM drive) to a common network share point, e.g. \\servername\sharefolder\vendor\outlook2000.

Note: this involves altering the registry on the client machine.  Before applying this approach widely it MUST be tested and understood.

In summary, a script is run at each client to remove existing install points and add new install point(s).  The script must be customized to include the install point(s) and also to include the correct Microsoft product from which Outlook was originally installed.  Clients having a common Outlook install product (e.g. MS Office Professional) can all run the same script.  These changes can be pushed to the clients by calling out the script (in fullrel.bat) during the remote/push client installation. 

The steps for updating the install point are as follows:

1. Get the GUID for the original product.  If the installation was from a DMS CD-ROM, then the product is Outlook 2000, and the GUID is already coded into the script.  Otherwise, the original product and the GUID can be found by running regedit on the client machine and looking at HKEY_LOCAL_MACHINE/SOFTWARE/MICROSOFT/WINDOWS/CURRENTVERSION/UNINSTALL.   Under the UNINSTALL key, product names can be found at <GUID>/DisplayName.  Section 13.9.2.2 Product Codes/GUIDS also has a listing of Product Codes and their associated GUIDs.

2. (Optional) Examine the current settings for the install point: Using regedit, go to HKEY_CLASSES_ROOT/INSTALLER/PRODUCTS.  A list of products is shown, identified by a 32-character name.  For each product, the Microsoft product name is shown by <product>/PRODUCTNAME.  <product>/SOURCELIST/LASTUSEDSOURCE shows the last install point path. <product>/SOURCELIST/MEDIA/1 shows the volume label. 

3. Customize sourcelist.vbs  (located in the payload directory at \regupdt\sourcelist.vbs) as follows:

· Change the GUID in sProductCode to the correct one (from step 1.). The current setting ({00160409-78E1-B60F-006097C998E7}) is for Outlook 2000. It will have to be changed if the original product by which Outlook was installed was some version of MS Office. The correct GUID can be determined on a given client machine by step 1.  above. If the correct GUID is not used, running the script could result in incorrect and unintended consequences.

· Change the sNewSource variable(s) to point to the new installation point(s). If multiple points are given, the first valid one will be used. Comment out the declaration of any unused “sNewSource” variables: e.g.

Const sNewSource = “ \\sms1\sharefolder\vendor\outlook2000\”

Const sNewSource1 = “D:\vendor\outlook2000”

‘Const sNewSource2 = \\Server\Share3
Comment out any unused “sNewSource” variables in the code: e.g.

installer.AddSource sProductCode, sUserName, sNewSource

installer.AddSource sProductCode, sUserName, sNewSource1

‘installer.AddSource sProductCode, sUserName, sNewSource2

4. Customize volabel.reg (located in the payload directory at \regupdt\volabel.reg). This  blanks out the volume label field for the Outlook Install point (see 2. Above). If the original product is something other than Outlook (MS Office Professional, for instance) the correct <product> field must be inserted into the file. In the example below, the <product> represented by “\904061001E872D116BF00006799C897E” must be replaced.

[HKEY_CLASSES_ROOT\Installer\Products\904061001E872D116BF00006799C897E\SourceList\Media]

"MediaPackage"="\\vendor\\outlook2000\\"

"DiskPrompt"="Microsoft Outlook 2000"

"1"=""

The correct <product> field can be obtained from the list of products under HKEY_CLASSES_ROOT/INSTALLER/PRODUCTS.

Find the <product> that corresponds to the product from which Outlook was installed.

Note:  “Blanking” out the volume label is only necessary if the Outlook install point is being changed to a network share, where it had previously been a local CD-ROM drive.  

5. Create corresponding network share points, if required. Of course, normal network permission rules apply. If the original media was a DMS Outlook installation CD, then the network share point would be created by copying the \vendor\outlook2000\ folder from the DMS CD to the share folder. For example, in step 3, above, the assumption is that folder “sharefolder” has been shared on the “sms1” server, and the \vendor\outlook2000\ folder has been copied from the DMS Outlook CD into “sharefolder”.

6. Modify fullrel.bat  (located in the payload directory) by uncommenting (deleting the “REM” in front of the line of code) the existing calls to sourcelist.vbs and volable.reg.  They appear as follows in the fullrel.bat code:

REM ** Change Outlook install point ***********************

REM ** This makes sure allocatecdroms allows cdrom access

 regedit /s %0\..\regupdt\alok8cd.reg

REM ** change the install point to a network share point

REM        start /wait %0\..\regupdt\sourcelist.vbs

REM  ** blank out the volume label for the install point.

REM         regedit /s %0\..\regupdt\volabel.reg

REM ** end change install point ********************

13.9.2.2 Product Codes/GUIDS

Outlook 2000: {00160409-78E1-B60F-006097C998E7}

Office Professional: {00010409-78E1-B60F-006097C998E7}

Office Standard: {00020409-78E1-B60F-006097C998E7}

Office Small Business edition: {00030409-78E1-B60F-006097C998E7}

13.10 Using Remote Management Solutions to Deploy Microsoft Commercial Service Packs and Hotfixes

This section contains two important pieces of information.  

6. Section 13.10.1 Listing of Service Packs and Hotfixes Included on Lockheed Martin CD-ROM and Hotfix FENs contains a detailed listing of the Windows NT 4.0 Operation System Service Packs and Hotfixes, the Windows 2000 Operating System Service Packs and Hotfixes, and Hotfix FEN contents.  It may be possible that your site already has the OS packs and hotfixes or a portion of the OS packs and hotfixes installed, use theses charts to determine which OS packs and hotfixes need to be installed.  Installation of the OS packs and hotfixes are mandatory.

7. Section 13.10.2 Microsoft Knowledge Base or TechNet Article References for Remotely Deploying Commercial Service Packs and Hotfixes contains references to commercial Microsoft documentation for remotely deploying operating system packs, hotfixes, and I.E. 5.5.

13.10.1 Listing of Service Packs and Hotfixes Included on Lockheed Martin CD-ROM and Hotfix FENs

13.10.1.1 Windows NT Service Packs and Hotfixes

The following is a listing of the contents contained on the Windows NT 4.0 Operating System Packs and Hotfixes CD-ROM:

	Service Pack or Hotfix 
	Description of Service Pack or Hotfix

	SP6A
	Windows NT 4.0 service pack 6a

	IE 5.5 SP2
	Internet Explorer 5.5 with service pack 2 integrated into installation (IE 5.5 SP2)

	Q244599
	Fixes Required in TCSEC C2 Security Evaluation Configuration for Windows NT 4.0 Service Pack 6a (Q244599)

	Q266433
	MS00-070: Patch for Numerous Vulnerabilities in the LPC Port System Calls (Q266433)

	Q274835
	MS00-083: Buffer Overflow in Network Monitor May Cause Vulnerability (Q274835)

	Q275567
	MS00-091: Multiple NetBT Sessions May Hang Local Host (Q275567)

	Q276575
	MS00-094: Patch Available for "Phone Book Service Buffer Overflow" Vulnerability (Q276575)

	Q280119
	MS01-008: A Patch Is Available for the NTLMSSP Privilege Elevation Vulnerability (Q280119)

	Q283001
	MS01-009: Patch Available for Malformed PPTP Packet Stream Vulnerability (Q283001)

	Q293818
	MS01-017: Erroneous VeriSign-Issued Digital Certificates Pose Spoofing Hazard (Q293818)

	Q296441
	MS01-022: WebDAV Service Provider Can Allow Scripts to Levy Requests as a User (Q296441)

	Q299444
	Post-Windows NT 4.0 Service Pack 6a Security Rollup Package (SRP) (Q299444)

	Wmsu55362
	Microsoft Security Bulletin MS01-056 Windows Media Player .ASF Processor Contains Unchecked Buffer

	Msjavx86
	INFO: Crypto and DCOM Binaries No Longer Included With the Stand-Alone Microsoft Virtual Machine Installer (Q248331)

	fixrasis
	MS99-041: Security Descriptor Allows Privilege Elevation on Remote Computers (Q242294)

	Q305399
	Malformed Request to RPC Endpoint Mapper can Cause RPC Service to Fail (Q305399)


13.10.1.2 Windows 2000 Service Packs and Hotfixes

The following is a listing of the contents contained on the Windows 2000 Operating System Packs and Hotfixes CD-ROM:

	Service Pack or Hotfix 
	Description of Service Pack or Hotfix

	SP2
	How to Obtain the Latest Windows 2000 Service Pack (Q260910)

	IE 5.5 SP2
	Internet Explorer 5.5 with service pack 2 integrated into installation (IE 5.5 SP2)

	Q276471
	MS00-079: Patch for "HyperTerminal Buffer Overflow" Vulnerability In Windows 2000 (Q276471)

	Q287030
	INFO: Fix List for the Microsoft Virtual Machine Build 3802 (Q287030)

	Q285985
	MS01-004: Patch Available for New Variant of File Fragment Reading via .HTR Vulnerability (Q285985)

	Q285851
	MS01-007: Patch Available for Network DDE Agent Request Vulnerability (Q285851)

	Q287397
	MS01-011: Patch Available for Malformed Domain Controller Service Request Vulnerability (Q287397)

	Q286818
	IIS: Malformed URL Can Cause Service Failure in IIS 5.0 and Exchange 2000 Server (Q286818)

	Q285156
	MS01-013: Windows 2000 Event Viewer Contains an Unchecked Buffer (Q285156)

	Q293818
	MS01-017: Erroneous VeriSign-Issued Digital Certificates Pose Spoofing Hazard (Q293818)

	Q296441
	MS01-022: WebDAV Service Provider Can Allow Scripts to Levy Requests as a User (Q296441)

	Q266794
	Windows 2000 SNMP Registry Entries Are Saved in Plain Text Format and Are Readable (Q266794)

	Q299553
	MS01-031: Logon Command That Contains a Particular Malformation Causes an Access Violation in the Telnet Service (Q299553)

	Q302755
	MS01-037: Authentication Error in SMTP Service Could Allow Mail Relaying (Q302755)

	Q292435
	MS01-040: Invalid RDP Data Can Cause Memory Leak in Terminal Services (Q292435)

	Q298012
	MS01-041: Malformed RPC Request Can Cause Service Problems (Q298012)

	Q304404
	Patch for Windows Media Player 6.4 , 7 and 7.1 .nsc File Vulnerability (Q304404)

	Q310625
	Uploading Files Through Proxy Server 2.0 May Fail After You Install the Fixes in Q296458, Q301625 or Q299444 (Q318619)



	Q252795
	MS01-046: Windows 2000 Does Not Support Mapping Virtual COM Ports to Infrared Ports (Q252795)

	Q288165
	16-bit Programs that Call to GlobalAlloc for Large Memory Allocations Cause Programs to Hang (Q288165)

	Q277873
	MS00-086: Patch Available for "Web Server File Request Parsing" Vulnerability (Q277873)

	Q299796
	MS00-077: Denial-of-Service Attack on Port 1720 May Cause a Memory Leak in Conf.exe (Q299796)

	Q285851
	MS01-007: Patch Available for Network DDE Agent Request Vulnerability (Q285851)

	Q296185
	MS01-025: Patch Available for New Variant of the "Malformed Hit-Highlighting" Vulnerability (Q296185)


13.10.1.3 Hotfix FENs

The following is a listing of Hotfix FENs for FEN 3.0-IAVAMS-03.exe and 3.0-IAVAMS-04.exe:

	Service Pack or Hotfix 
	Description of Service Pack or Hotfix

	Q319182
	MS02-015: March 28, 2002 Cumulative Patch for Internet Explorer (Q319182)

	Q314147
	MS02-006: An Unchecked Buffer in the SNMP Service May Allow Code to Run (Q314147)


13.10.2 Microsoft Knowledge Base or TechNet Article References for Remotely Deploying Commercial Service Packs and Hotfixes

The following is a listing of commercial references for silence installation of operation system packs, hotfixes and Internet Explorer:

	Silent Install Product
	Qnote #
	KB Article Title
	KB Article URL

	Windows NT 4.0 SP6A
	Q238315
	SMS:  How to Use SMS 1.2 and SMS 2.0 to Deploy Windows NT 4.0 SP6A (Q238315)
	http://support.microsoft.com/default.aspx?scid=kb;en-us;Q238315

	Windows 2000 SP 2
	Q302246
	How To:  Use SMS 2.0 to Install Windows 2000 Service Pack 2 (Q302246)
	http://support.microsoft.com/default.aspx?scid=kb;en-us;Q302246

	Hotfixes
	TechNet Article
	Microsoft Windows NT and Windows 2000 Hotfix Installation and Deployment Guide
	http://www.microsoft.com/technet/treeview/default.asp?url=/TechNet/security/tools/tools/hfdeploy.asp

	Internet Explorer (I.E.) 5.5 SP2

Note:  This installs both I.E. 5.5 and I.E. 5.5 SP.
	Q223372
	How to Install Internet Explorer 5 to Windows NT 4.0 Using System Management Server (Q223372)
	http://support.microsoft.com/default.aspx?scid=kb;en-us;Q223372

	
	Q200007
	Internet Explorer Batch Mode Setup Switches
	http://support.microsoft.com/default.aspx?scid=kb;en-us;Q200007

	
	Q260090
	Users Without Administrator Privileges Can Complete Internet Explorer Installation After Reboot (Q260090)
	http://support.microsoft.com/default.aspx?scid=kb;en-us;Q260090

	
	Download
	Internet Explorer Administration Kit 5.5 Corporate Deployment Guide
	http://www.microsoft.com/windows/ieak/previous/techinfo/ie55/corp.asp

	
	Q276369
	How to Obtain the Latest Service Pack for Internet Explorer 5.5 (Q276369)
	http://support.microsoft.com/search/preview.aspx?scid=kb;en-us;Q276369

	
	Download
	Internet Explorer Administration Kit 5.5 AVS
	http://www.microsoft.com/windows/ieak/downloads/recommended/avs/default.asp

	
	Download
	Internet Explorer Administration Kit 5.5 Corporate Deployment Guide
	http://www.microsoft.com/windows/ieak/previous/techinfo/ie55/corp.asp
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