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Summary of NDN Errors and Corrective Action

NDN
By
Possible Cause
Originator Corrective Action

Acknowledgement Timeout
MFI
· MFI interface to Mark / Space AUTODIN Interface Unit is hung
· Contact LCC

A conversion  required for the message to be delivered is impractical
MFI, MLA
· Originator accidentally pressed ‘convert’ button on client and sent a commercial message rather than a military message.
· Re-send message correctly

Microsoft CRG-“Using the Convert Button”

A syntax error was detected in the content of the message
GWS
· Incompatible versions of MS GWS
· Contact LCC

Address List Error
MFI
· Originator’s directory entry missing the associatedPLA value
· Contact LCC

Address not found in database
MFI,

MLA
· GENSER PLA or recipient directory read failure
· Re-send message

· Contact LCC

Based on ‘recipient’ setting for ACL entry … is not allowed to receive messages
Guard
· Sending message to user prohibited from receiving messages through Guard
· Contact LCC

Based on ‘send’ setting for ACL entry … is not allowed to send messages
Guard
· Originator not allowed to send messages through Guard
· Contact LCC

Content type not supported


BMTA
· Site SMTP connector down causing directory replication to use alternate route on  X.400 backbone

· X.400 connector properties incorrect

· Incorrect routing by PGWS
· Contact LCC

Content too long                                         


GWS
· Too many addressees in the “To” field

· Message exceeds size limit set by administrator of mailbox server.

· Message Journaling feature turned on
· Contact LCC

· Limit addressees to less than 150

Dirty Word ‘XXX’ found…
Guard
· Message contains the prohibited word ‘XXX’
· Delete the prohibited word and re-send



Either message size exceeds maximum allowed for recipient or transport, or you have exceeded storage limit on your mailbox
GWS
· Administrator limits on recipient’s mailbox preventing delivery
· Contact LCC

Error decrypting and/or validating ACP120 content
Guard
· Sibling certificate on Guard for organization is either missing or organization firstborn certificate has changed
· Add the Guard as a CC recipient and re-send the message or ensure the sibling certificate is on the Guard’s Fortezza card

Error decrypting and/or validating MSP3 content


Guard
· Sibling certificate on Guard for organization is either missing or organization firstborn certificate has changed
· Add the Guard as a CC recipient and re-send the message or ensure the sibling certificate is on the Guard’s Fortezza card   

External bodypart {body #3} ‘unstructured-binary’ not allowed
Guard
· Message contains attachment   prohibited by Guard
· Re-send message without attachment

Failed MSP Processing
MFI
· Originator’s certificate is invalid or revoked
· Contact LCC

Format line in error
MFI
· Improper  format of lines 2, 4 or 7 of the AUTODIN message
· Re-send AUTODIN message with proper format.



Guard Filter Setup Details: Error setting up filters for this message.
Guard
· Message through Guard from SECRET to Unclassified requested signed receipts from explicit recipients.
· Request signed receipts from all recipients or none. 

Microsoft CRG – “Requesting Message Receipt Notification”

Lotus CRG – “Requesting a Signed Receipt”

Illegal conversion request
MFI
· Message not signed
· Re-send message signed

Microsoft CRG – “Sending Signed / Encrypted DMS Mail”

Lotus CRG – “Setting Message Options”

Illegal message format
MLA
· Message not signed
· Re-send message signed

Microsoft CRG – “Sending Signed / Encrypted DMS Mail”

Lotus CRG – “Setting Message Options”

Invalid Input Message Format
MFI
· Malformed office symbols i.e. missing slants, malformed DTG or missing last BT
· Applies to service wires, correct and re-send AUTODIN message

Invalid message classification character
MFI
· Message classification not on first line of MSP 3.0 message

· ‘UNCLAS’

· ‘C O N F I D E N T I A L’ (spaces)

· ‘S E C R E T’ (spaces)

· ‘T O P  S E C R E T’ (spaces)
· Re-send message with proper classification as first line of body of message.

Microsoft CRG – “Addressing and Sending an AUTODIN Message”

Lotus CRG – “AUTODIN Messages”

Loop detected
BMTA, PGWS
· Recipient does not have mailbox or mailbox incorrectly setup.

· Share X.400 address option set incorrectly

· Backbone or local site routing errors

· Problem with PRMD definition
· Contact LCC

Mail List Authorization Error
MLA
· Originator not an allowed submitter
· Contact LCC

Mail List member in error
MLA
· Member of Mail List has address error.
· Contact LCC

Maximum time expired
BMTA
· Clocks not synchronized 

· Recipient PGWS/BGWS unreachable

· BMTA queues not clear before shutdown

· BMTA Tuning problem (FEN 2.1-RNOSC-02

· System is too busy
· Contact LCC

Message Classification {Secret} not allowed to destination {SBU, Unclas}
Guard
· Attempting to send a message from a high domain to a lower domain and the message is at the high domain classification, e.g. a Secret message to an Unclas domain.
· Re-send message at the appropriate classification or delete lower domain recipients

Message Structure Error
MFI
· Body of message to AUTODIN contains binary data. (Can be caused by pasting text from Word, etc.)
· Re-send message with only ASCII data going to AUTODIN

· Ensure attachments are not pasted into body of message

MSP encryption is required for all messages
Guard
· Message is required by policy to be encrypted to pass through the Guard
· Encrypt the message and re-send

MSP Failure – Security Processing Error
MLA
· Mail List member has an expired certificate

· User Certificate missing category

· One or more recipients on the Mail List are on a CRL

· One or more recipients on the Mail List are on the CKL

· Missing or invalid Notes Identity
· Contact LCC

MSP non-repudiation signature is required for all  messages
Guard
· Message is not signed
· Sign message and re-send

Microsoft CRG – “Sending Signed / Encrypted DMS Mail”

Lotus CRG –“Setting Message Options”



MTS Congestion


BMTA
· Recipient PGWS /BGWS offline 

· Recipient does not have mailbox or mailbox incorrectly setup.

· Firewall blocking connection

· Bad passwords on BMTA connectors

· Wide Area Network problem

· Site Router problem

· LAN segment problem

· All routes to next hop failed

· System too busy
· Contact LCC

No more information is available at this time
Guard
· Guard cannot decrypt message

· Message through Guard contains another message as an encrypted attachment
·  Re-send message and :CC the Guard

· Re-send message without encrypted email attachment, include all info in body of message

No X400 Originator Name Found
MFI
· PLA not in GENSER PLAs

· PLA does not have correct Associated Org value
· Re-send using correct PLA

· Contact LCC

OSRI Error
MFI
· Originator’s directory cannot be read 

· PLA#DSA not functioning 

· X.500 name of originator’s mailbox definition does not match the X.500 directory

· Originator’s directory entry does not have object class = “pOCOrganizationalUnit” or “dmsOrganizationalUnitRule” or “dmsOrganizationalRoleRule” content rules


· Contact LCC

PLA Error
MFI
· Originator typed in wrong PLA

· Originator addressed wrong MFI (RHMFIUU vs. RHMFISS)

· PLA not in GENSER PLAs

· PLA does not have correct Associated Org value

· GENSER or recipient directory read failure
· Re-send using correct PLA

· Re-send to correct MFI or MCS routing indicator

· Contact LCC

Recipient name is not recognized

(or)

O/R name unrecognized
BMTA, GWS
· Recipient X.400 address wrong in directory or PAB

· BMTA missing recipient’s route 

· No mailbox for recipient

· Recipient’s mailbox has wrong X.400 address or wrong X.500 DN


· Delete recipient from PAB, re-cache from directory and re-send message

· Contact LCC

Recipient Name is Ambiguous
BMTA,GWS
· Multiple entries in directory have the same X.400 address

· Multiple recipients with same address


· Contact LCC

Recipient was unable to take delivery of this message
GWS
· X.400 address of mailbox does not match directory

· No mailbox defined for this recipient
· Delete recipient from PAB, re-cache from directory and re-send

· Contact LCC

Size Constraint Violation
GWS
· Message is larger than allowed by recipient’s mailbox limits

· More than 150 recipients addressed
· Contact LCC

The following message was rejected by DII Guard and message shows Guard Transaction ID: 6
Guard
· Message through Guard contains another message as an encrypted attachment
· Re-send message without encrypted email attachment, include all info in body of message

Transfer failed
GWS
· Recipient’s X.400 address wrong in directory or mailbox

· Recipient’ GWS not functioning
· Delete recipient from PAB, re-cache from directory and re-send

· Contact LCC

Unable to  deliver the message due to a recipient problem
GWS
· Microsoft originator accidentally pressed ‘convert’ button while sending to Lotus recipient
· Re-send message correctly

Microsoft CRG-“Using the Convert Button”

Unauthorized Proxy Originator
PUA
· Originator is not defined in the PUA as an authorized proxy originator
· Contact LCC

Unknown Address Error
MFI
· Recipient directory read failure
· Re-send message

· Contact LCC

Unknown Delivery Error
MFI
· Originator’s certificate is invalid or revoked
· Contact LCC
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