EXAMPLE OF SIBLING FOR CLASSIFIED ENTRY and FORTEZZA CARD
(BOLD ENTRIES - REPLACE WITH YOUR INFORMATION)
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X.509 Certificate Request Form
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User Information

	1. Request Type (Select only one)
 FORMCHECKBOX 
 Change PIN
 FORMCHECKBOX 
 Change POC
 FORMCHECKBOX 
 Change User Info
 FORMCHECKBOX 
 Copy Card to Card
 FORMCHECKBOX 
 Copy Certificate
 FORMCHECKBOX 
 Copy SWF Certificate
 FORMCHECKBOX 
 Delete Certificate
 FORMCHECKBOX 
 Delete SWF Certificate
 FORMCHECKBOX 
 New Certificate
 FORMCHECKBOX 
 New SWF Certificate
 FORMCHECKBOX 
 New Transition Certificate
 FORMCHECKBOX 
 Register User
 FORMCHECKBOX 
 Rekey
 FORMCHECKBOX 
 Rekey SWF Certificate
 FORMCHECKBOX 
 Renew
 FORMCHECKBOX 
 Renew SWF Certificate
 FORMCHECKBOX 
 Report Compromise
 FORMCHECKBOX 
 Reprint PIN
 FORMCHECKBOX 
 Reprint Init Memory Phrase
 FORMCHECKBOX 
 Restore
 FORMCHECKBOX 
 Restore SWF
 FORMCHECKBOX 
 Revoke Certificate
 FORMCHECKBOX 
 Send Certificate
 FORMCHECKBOX 
  Transition V1-V3
 FORMCHECKBOX 
 Update Certificate
 FORMCHECKBOX 
 Update SWF Certificate
2. 



	3. User’s Full Name (Print)(First MI Last)
John A. Doe


	Phone  Comm. (703)704-5678

            DSN 654-5678


	4. Card Address  (See instructions if card is to be mailed)
Org. MDW CIO EOM AOD     

Street 23RD STREET     

City FORT BELVOIR     

State/AA,AE,AP VA     
  Postal Code 22060


Country  US     

Remarks:       

	5. PIN Address (See instructions if card is to be mailed)
Org. ONLY FILL THIS IN IF YOU HAVE THE PIN MAILED TO YOU.

Street      

City      

State/AA,AE,AP      
  Postal Code      


Country       

Remarks:       


	6. E-mail Address(es)        (for contact information)
John.Doe@BELVOIR.ARMY.MIL     

     


     

ONLY FOR RAs with Registrar Software


	Security Service
 FORMCHECKBOX 
 Sequence Signed?

 FORMCHECKBOX 
 Encryption Enabled?


 FORMCHECKBOX 
 Guard Token Necessary?
	Security Policy (if encryption enabled)

 FORMCHECKBOX 
 GENSER

 FORMCHECKBOX 
 Other      

	Universal Selection (if encryption enabled)
 FORMCHECKBOX 
 Extract from Authority Certificate
 FORMCHECKBOX 
 Specify KEA Universals
   Universal name:
     



Page 2     
of  3     

Supporting Information

	7. Certificate Usage (See instructions for additional information required) (Select only one)
 FORMCHECKBOX 
 Individual
 FORMCHECKBOX 
 Registration Authority

Organizational:  FORMCHECKBOX 
  Firstborn
 FORMCHECKBOX 
  Sibling   

Org Name LCC ADMIN(sc)      

 FORMCHECKBOX 
 Device:  Type      

	8. Card/SWF Serial Number

     


7b. Card Clearance

 FORMCHECKBOX 
 Top Secret  FORMCHECKBOX 
 Secret  FORMCHECKBOX 
 Confidential  FORMCHECKBOX 
 Unclassified
7c. Card Type  FORTEZZA


	9. Certificate Identifier (For existing certificate only, enter certificate serial number or see instructions)
LCC ADMIN(sc)     


	10. Distinguished Name (See instructions for inclusion of blank spaces)
C=US,O=U.S. GOVERNMENT,OU=DOD,OU=ARMY,OU=ORGANIZATIONS,L=CONUS,L=FORT BELVOIR VA,OU=MDW,OU=LCC BELVOIR(sc),CN=LCC ADMIN(sc)
9b. X.400 O/R Address  
C=US;A=DMS;O=VA1,OU=HCHL1,CN=LCCADMINSC

	11. Directory Name  (to which certificate is to be posted)
DADIRHCHLS09     


	12. Explanatory Information (See instructions; continue on separate sheet if necessary)
     JOHN A. DOE           LCC BELVOIR(sc)   SEE NOTE BELOW:


note:  THIS IS THE INFORMATION ON THE FIRST BORN USER AND PERSONALITY     


     


     


     


     



Administrative/Signature Block

	13. Type of Identification (e.g. drivers license, military ID, passport.)


	14. User Signature
	Date

	15. Supervisor Name (Print)
MARY LAMB     

	Phone  
Comm. (703)704-1234
 DSN 654-234     

	Signature (see instructions)
Date

	16. Security Officer Name (Print)
     

	Phone  
Comm.      

DSN      

	Signature (see instructions)
Date

	17. Registration Authority Name (Print)
ANNA C. LOWDEN     

	Phone  
Comm. (703)704-1114     

DSN 654-1114     

	Signature
Date

	18. Certification Authority Name (Print)
JIMMIE C. JAMES     

	Phone  
Comm. (703)704-1918     

DSN 654-1918     

	Signature
Date

	19. Number of pages approved                   (CA or RA use only)


Each signer of this form certifies that the statements or signatures made on this form are true, complete, and correct to the best of my knowledge. I understand that false statements are subject to civil and criminal penalties, including but not limited to penalties under 18 U.S.C. Section 1001.
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Version 3 Certificate General Information

	20. Certificate Type

 FORMCHECKBOX 
 Signature (DSS)

 FORMCHECKBOX 
 Encryption (KEA)
	21. Subject Alternate Names (Optional)
 FORMCHECKBOX 
 Directory Name      


 FORMCHECKBOX 
 DNS Name      


 FORMCHECKBOX 
 Uniform Resource Name.     


 FORMCHECKBOX 
 E-mail Address      


	22. Certificate Policy 

 FORMCHECKBOX 
 US DoD Class 3

 FORMCHECKBOX 
 US DoD Class 4
	23. Certificate Validity Period 

 FORMCHECKBOX 
 Use default period

 FORMCHECKBOX 
 Specify period


Start 

End      

or Period      

	24. Communication Privileges (Select all that apply) 
 FORMCHECKBOX 
 Deferred
 FORMCHECKBOX 
 Flash

 FORMCHECKBOX 
 Routine 
 FORMCHECKBOX 
 Override

 FORMCHECKBOX 
 Priority
 FORMCHECKBOX 
 ECP

 FORMCHECKBOX 
 Immediate 
 FORMCHECKBOX 
 Critic

	25. Personality (should be unique for each certificate under a DN) (maximum length of 24 characters)
DSS LCC ADMIN(sc)-SIG  (Maximum characters for DSS 20)

KEA LCC ADMIN(sc)-ENC (Maximum characters for KEA 20)

	26. Issuer Alternate Name (Optional)
 FORMCHECKBOX 
 Include Issuer Alternate Names


Version 3 Signature Certificate Information

	27. Signature Privileges (Select all that apply)  
Roles: 
Devices:

 FORMCHECKBOX 
 Organizational Releaser  (Org Release) 
 FORMCHECKBOX 
 Network Guard (Guard)


 (for V3 users who can send organizational messages)
 FORMCHECKBOX 
 Multifunction Interpreter  (MFI)

 FORMCHECKBOX 
 Domain Manager
 FORMCHECKBOX 
 Directory System Agent (DSA)

 FORMCHECKBOX 
 Security Officer 
 FORMCHECKBOX 
 Mail List Agent (MLA)

 FORMCHECKBOX 
 Sub-Registration Authority (SRA) 
 FORMCHECKBOX 
 Message Transfer Agent (MTA)

 FORMCHECKBOX 
 Organizational Registration Authority (ORA) 
 FORMCHECKBOX 
 Message Store (MS)


Version 3 Encryption Certificate Information

	28. Encryption Privileges (Select all that apply)
 FORMCHECKBOX 
 Network Guard  (Guard)

 FORMCHECKBOX 
 Read Only  (for V3 users who can read messages but cannot send messages)
 FORMCHECKBOX 
 Mail List Agent (MLA)
 FORMCHECKBOX 
 Multifunction Interpreter  (MFI)

 FORMCHECKBOX 
 Facility Remote Access Server
	29. Security Policy 

 FORMCHECKBOX 
 GENSER

 FORMCHECKBOX 
 Other      



Version 3 GENSER Security Policy Information

	30. Classifications (Select all clearances to be supported.  Strike through clearances not supported)   

 FORMCHECKBOX 
  Unclassified

 FORMCHECKBOX 
 Confidential

 FORMCHECKBOX 
  Secret

 FORMCHECKBOX 
 Top Secret

 FORMCHECKBOX 
  NATO Unclassified

 FORMCHECKBOX 
 NATO Restricted

 FORMCHECKBOX 
  NATO Confidential

 FORMCHECKBOX 
  NATO Secret

 FORMCHECKBOX 
 COSMIC Top Secret
 FORMCHECKBOX 
 Foreign Unclassified

 FORMCHECKBOX 
 Foreign Restricted

 FORMCHECKBOX 
 Foreign Confidential

 FORMCHECKBOX 
 Foreign Secret

 FORMCHECKBOX 
 Foreign Top Secret
	31. Security Policy Categories for GENSER

  (Select all authorizations to be supported.  Strike through categories not supported)
GENSER Categories


 FORMCHECKBOX 
 Exclusive Distribution-EXDIS
 FORMCHECKBOX 
 Restricted Data - RD 

 FORMCHECKBOX 
 Formerly Restricted Data-FRD
 FORMCHECKBOX 
 SIOP-ESI 

 FORMCHECKBOX 
No Distribution- NODIS 
 FORMCHECKBOX 
 SOSUS USA/GBR Eyes Only
 FORMCHECKBOX 
 NOFORN (select for US citizens)
 FORMCHECKBOX 
 SPECAT 
 FORMCHECKBOX 
 Release to None (select for US citizens)
 FORMCHECKBOX 
 USA/GBR Eyes Only
GENSER NATO Categories  
GENSER Non-US Classification 
 FORMCHECKBOX 
 ATOMAL
 FORMCHECKBOX 
 Unclassified - FU

 FORMCHECKBOX 
 Cryptosecurity
 FORMCHECKBOX 
 Restricted - FR

 FORMCHECKBOX 
 EXCLUSIVE
 FORMCHECKBOX 
 Confidential – FC



 FORMCHECKBOX 
 Secret -  FS
(Enumerated) 
 FORMCHECKBOX 
 Top Secret – FT 

 FORMCHECKBOX 
 GENSER SOSUS Eyes Only
 FORMCHECKBOX 
 Border Device 

 FORMCHECKBOX 
 GENSER DOD Eyes Only

 FORMCHECKBOX 
 GENSER Intelligence Community Eyes Only  



 FORMCHECKBOX 
 GENSER REL TO Categories
	32. Citizenship

US     
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Version 1 Certificate Information

	32. Certificate Validity Period  (v1)

X Use default period

  Specify period


Start  


End   
	33. Personality (v1) (maximum length of 24 characters)
LCC BELVOIR(s) FORMTEXT 

     


	34. KEA Clearances (v1)

(Select all that apply)

 FORMCHECKBOX 
 Top Secret 

X  Secret    

X  Confidential   

X Sensitive But Unclassified 

X Unclassified 
	35. KEA Privileges (v1)

(Select all that apply)

 FORMCHECKBOX 
 Critic/Flash

X Immediate/Priority

X Routine/Deferred


Multifunction Interpreter (MFI)
	36. DSS Privileges (v1)

(Select all that apply)

X Organizational Releaser 

 FORMCHECKBOX 
 No Signature Capability/Read Only


29 AND 30:  SELECT ONLY THOSE CATEGORIES THAT ARE NEEDED BY YOUR ORGANIZATION
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End User Request Form
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